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1.  Microchip 7/8f R 2 7—L x 7EH(MDFU)Z O FaJLOBE

2L DMARH LR T LTIE, ZEMZBEIE/NR(UART, 12C, SPI H)2E>TTAL Y S DT 7—L"
ITERHT SHENROONFTT

Microchip T/ R 7 7—LDx7EH IO LJLAT MDFU 7B )L EMFER)E, REDEE/NNRX%E
NLTHRR L TOEYYNSISA4T7o b TORY YD I 7—LIITEEHTH-HOLMEAEER
LFET,

TOEI(E, MDFU /KRR F(PC £zIZAHAA T O Y )DL I 54 F72 b TOEyH LD MDFU J 54
TFUMANHFLWISATU N 7TV r—2avaG#ET 2R EERLTVWET, V53470~ Aty
YEDYVSATUN D7—LDz7EHFIA—FIE. V54T FTUr—23 0 RRAMDLREL
EHLOAB~AEHLES,

AETEOLNLAEOFHMIT TAEOER] ICKEHLTVLES,

Client
Update File

New Client
Application

Client Processor

PR ——————

Client

MDFU Firmware

Communications Bus > Client |¢m=) Update
Code

|

Client
Application

Client
Update File

New Client
|Application

N —————————————— - - ——

c\ MICROCHIP



1.1  MDFU A Fa)LDEFR

MDFU O ralik, 95472k 27—L0zT72BHT5-ODOFHRGEMAHERILTEHET, &
AT LDRBEBEAT)BEFMALBNSEZEL DA RAA LV ATLDERICIEZADEEAREICLET .
MDFU O kaLiE, MDD S8 EY k 400> O—5Hh5 32 Ey FUEDKE! MCU E TILEHE
DISATo A0 FO—5SOERIZHGELET,

MDFU O raLix, 9547V FMEKBELLEWS D TILTRELE 7 7AIIVEGEESAREFE>TISA7
vk Oy IF—LIITEEHLET., V5347 TORVHICEAEDAEYERIE. V7
ATV REHIFZFANEISATUN 27—Lc7EHFI—FAICKEMSNEIT, MDFU R L)L
DAV KELARARVRIEZISATU N TORYHIZEKELEFREA, KRR NI, EHRIOERRPIZISA
TR ORELRBFEREZIMEBLET, 5O MDFU 7O FILOEHENSLUTORANAELNET,

o TROFEMNFERShTOAEE, MDFUKRR MEIERESNEETOMDFU Y S A7~ Tty E
BHTEET,

a. RAMEIVSATUARELTWSTOLILDN—Da0EYR— LTSS

b. RAKZIIEVSATU rEHR— LT BDITHRHEATU E/ILRAKRUR Ny T 7ZERZE|Y LT
EHTHIE

¢« VAT UN TORyHICEEORER. V54TV NEHITAILONBEEBNICEREET F
IC&YHYR—FEMTE. MDFU V547> 7R FILFELFIRR FE2EETILEEHY FHA,

o JORANIFESUTILTEBEEASZ VO, MDFU KRR -S54 7> RRIOD/N— 3 D E S ORE
NEMEINET,

MDFU 78 raJLIEEBIEEIN TS =8, FILLWEENRBFRICHT S5 R— &R ZICEBMTEET,
WEItd 2FE T, IMBEAELDEREA U2 —T 2414 ADBET MDFU #icx R KRICEBFIRATE S &I,
BEROBEAVE—TIARIZH LTEET IVENH L HEMABAHEICREINETS, KA MEISATY
FDI—FKRIE, BHBBEAVEA—T A RABTOI— FEFARISRARELD LS. £EFLWLEES
VA=A RARITOYR— FEEBMTEFHIRNELDESITESCENTEET,

MDFU 70 baLFavy F/ILARADHBREZRHE T HHEEL . BHESAHEBEISBHMICEET
SHEEZEIRATULEY,

D74AT 0 ME, EERAELGIS— R LRICAECER IO ehbd4+ T a UEERA
TWET., ChITEY, KRR MAEFORBMERE T SAI(BEHFDOHANTET T 5D EH/F-TIT)TOL
RZELITHIETEEY, Eols, A—HFDTNRNYTERXREMTEH=0. 9547 MIE#HZEFIELE
BHREZHRETHIENTEET,

DA77 MIFLWI7—LD I TAEINESIAZHEL, EDRT—E2REZHRAMIBET HFL
TEEY, 727—LVIT7RIETINITIVILIERE, VATV FD)Y—R(T75 vV a/RAM BE L
WMIBREN)E L VHIBRHEEAED FL—FFT7ERYES, D=, MDFU V547 > T EDEH
(256 CH-RBLAREE 7L T XLMERAREE Lo TWET,

MDFU 78 Fa SRR T B I 7AIINEEARD I 7—LO T 7EHTIEH, RRA MU 7—LD Tz 7EH
D1—R/—R &, OTAOver The AINIZTREBENDAL S LGERR MR T 7— LD 7TEHFODI—R 7 —
ADVAT, 97347 FEHFREIZES 774D T74A—<y FENEBOa— FARBEICFIATEET,
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1.2

MDFU 78 FaJLDFERE

MDFU 70 kaLlk, BEOYEMEENRENT IBEHEYR—FLET ., EEDEE/NRXTH MDFU
JOMILDEELEREZBZICTS1-86. MDFU 70 FaJLEHEIZLTD 2 DOME TR INET,

J7—LDzF7EHRIAOLOLE

- COREIK. £TOEESAVE— T/ ATENAENS IO FILDOEMEERLET,

S URKR— LB
COMREIL. BENAZELIZEEDOMDFU T Y RILRARUVRADEERFEEEELET,

- EROBENRIE, ATV FILRARVRADEEREICEAT 2HMBOUEEEF O>ENTEET,

MDFU Host Processor

Client Update File

MDFU Firmware Update Protocol

Flow Error Retry /
Control Abort

Command Generation /
Response Processing

SPI Transport

Sending Commands
Retrieving Responses

UART Transport

Sending Commands
Retrieving Responses

Response Integrity Check

Response Integrity Check

MDFU Client
Processor

Client Firmware
Update Code
Control Signals

‘ Client Update File Data

MDFU Firmware Update Protocol

1. MDFU Firmware

1
I
Update Protocol Command Processing / Flow Error Retry / |
Layer Response Generation Control Abort
————————————————————————— ,
— —
UART Transport
2. MDFU Receiving Commands
Sending Responses
TransPon Laver Command Integrity Check Command Integrity Check

1.3

MDFU A baJLO/N—D 3 Y

AETIE. UTFD/NA—2 32O MDFU 70 F3JLIZDWTERBALET,

MajorVersion

MinorVersion

Patch

PreRelease

0x01
0x00
0x00
N/A

LRTIDN— 3 VI L CTREREEFFH-GZVWETO 70 O LEEIL, MajorVersion /31 FDIEZEA
DHOYAURLET, UEIDN—U 3 VIC LT TFREREZHFL-FTHLOVEEZENIT S 70k
JJLEREIEL, MinorVersion /N FDIEZA O AV MLET, TFRALILZFDILDEEE LA LMERD
BHNJBIE, XEOWRE/BAELL LEFERIBEDITIES)IL, Patch /N1 FDEZEA VO AVRLET,

LTH—HENB/N—2 3 U Tld PreRelease /131 RIS ENET,
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1.4 HBEOESE

o KRR EHFRERDISATUMIRTEISATURNEHI7AIILDEZEZHIET H0E1=y T
9, PC. fiAAH#IA4 o0 JOtvHY, w4032 bO—5HKRR MIEAET,

¢ USAT UM I LI T A EVNEHENZAOTOL VY TT,

o DSATUNEHFIFAIL: COTF7AIFERRA NSO SATURANEESIN, V54T DT 7
— LT T(AE)EEFHTH-OITLELEFERERMLET .

+ MDFU: Microchip Device Firmware Update
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2. I7PANEEAKXDI7—LYTT7HEH

MDFU 7O kaLld, 95472 b ARVEHIOCRDNLISATU N 7T r— 3k ow
REDMT B=HIZ. VATV RBHI7AINEMRILLET, MDFU O bk, 95472+
BHI7AILNERA MDD SAT Y MAEETHEOOTOLR(EHR7ILT) XL, a2 FILAKR
VR, IT—NEBHE)EELICEELET,

NOT Defined by the NOT Defined by the
MDFU Protocol Defined by the MDFU Protocol MDFUfFOtDCd
bl b mcboos
| I— ] MDFU Protocol T . ..
| Ciient ] ! 1 :
I Update File 1 1 1| Client i
: : : 1! | Firmware :

MDFU MDFU Upd

y pdate |}
e cient | T 1| st | ) O ... W oo
1 |Application |} I 11 I
| 1 1 (1| Client |l
' \ l: Application=

MDFU Host PC MDFU Client Processor

21 MDFU 77 M ILHRIEDEXRHESE
LUTFIEMDFU 78 Fa L RAT B39 7 M VEEAR T 7—LV T 7TEFOELRPE T,
1. MDFU 7B kL& MDFURR MM, 95472 FEFH I 7M1 ILOREER)CEES LW
2. MDFURR ME, 9547 NEHFI7ANEISAT Y MARETEIHEXIZOHEET S

3. V9347 D7—LDITEHFRIA—FE, V54TV EHIFAIDRBEE>TIIM4720k
27 —LOzT7EBEHIHAEIEET S

DIAT O REHIF7FANDIA—I Y ME V54T J7—LzT7EHIA—FANERTHT74—
Iy bE—BITIBENHYETS, V3470 J7—LDz7EHI—FK Y )a—SaviE, 7354
Tob 727—L0z7EHFI—FRRICEOTEDLDNE T 7ML T4—7 v FOUERZRET HEEN
HYET,

2. MDFU Protocol only knows how to send the
contents of the Client Update File to the client

: MDFU Protocol
Client :
1. MDFU Protocol Update File 1
host has no : REG
e e =t New Clent | a1 >
1
1
I

-

Client h 3. Client Firmware Update

FIrMWAre | dmmmm Code knows how to use
Update
Code

Client Update File
contents to update the
Client Application.

meaning of the =

Application
contents of the i
Client Update File. N o o e o

MDFU Host PC MDFU Client Processor

Client
Ipplication|

o ‘-
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22 MDFU 774 IILHIRIEDFI A
RDEABSICEY., UTOREANELINFET,
1. RRAMIRABIZISATU R TNNAR TOtyHEHR— AR
- 9547 b Oy HICEEDOER(AEYVFZRFLAR, 725vyia arvbao—5SnnoyvyiER
F—Z)E MDFU 7R Fa)LEFEBEZRTHY . ThoDBERIIVSATUREHFI7AILED
SATUR 27—LYz7EHRIA—FAIZEMIMNET, D=, RAMI—YIEEEZMZ 5%
BLHLWISATU N Oy EYR—FARETT, "R NI SAT UL EYR—+T 3
DIZHRHEATUFILARURA Ny T 7ZRZFEY L TEATHNIEL. V5472 MIEHMIZT
OFILERETEEFTEBLBIZKRRA MI&L>2THR—FENET,
2. RAMFEUTILTEREHIZEND
- JF7ANEETORRIFBEICESEINS VU TILTERELTEY., 95472 MIRBELEE A
- DSAT7 U MNEBEDOHEEEIL. VSAT U MNEHI7FAILORNEEZEET ST, MDFU &
ARILNFELRFRR NEERETHELGEMTEET,
- RRAMROSATUNEHFH I 7AILDEEIZOAEEEE DOV IILGEETOMILEZFESE
T, HHRAHRR FHHR— b2 X YBZIZRRTEET,
- RRAMAVUTILTRELTWBEIZKY, KRR MEIVSAT U FOBON— 3 D ERMERIRE
NEMESNET,
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3. J7—LAYIFEHIOFILE

MDFU 70 kajLlk 2 DOEEBIZHEIENET, UTTIK, 27—LDz7EHRTO FaLLBIZDONT
SMEBALET,

COBBIE. ETOBEEAVI—T A RICEH>TEBIRAINIUTOTO FILOFHEERLET .
o TF7—LDITEHTFILIVILA
o T7ANERERT—Y
¢« ATV RILRARUR R7
o RRAMZKDATY FER/ILARY R
o OUS5ATURMIEBaATY FILE/LRAKRY RER
e OAvTUR
o LRAKRUR
o RIERT—D
o 7Ol
o BHOEERET
¢ IS—OHEENE
¢« VT URAES
TJ7—LYT7EHFITOLILEE. REOBENRENLTATIURILRARUREEETIHEETE
ZLECA. BEOMENARENLTAYY FILRARVRERZETEIHEIIOVTIEK, TS URKR—
FEl ZSBLTLEZELY,
3 77—AL9zTFEHFILITIIL

MDFU 7B FajLld 5 BOMEBRT—UFENWET, CAODRAT—UK, RRA RIS A T DT
F—LO I T EEHTARICIESBICEELET, RAMIATUR/ILARUR R7EF->-TINLDE
AT—CHEFLET, INODBRT—VZRR—CORIZRLET ., IORICERAT—CDEHE%E
TEHLET,
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MDFU Host MDFU Client
I

Client In State Ready To
Receive Update

{  Command: GetClientinfo } P
1. Discovery Stage

] Responise: Success - Client Info |

Command: StartTransfer | P
2. Start Transfer Stage L ]
| Response: Success |

{ Command: WriteChunk 0

4—' Response: Success

[ ]
3. File Transfer Stage = ®

: Command: WriteChunk N : P
1
I

M RESPDHSE: Success

: Command: GetlmageState

L
I
1—' Response: Success - Image State :

4. Verification Stage =

b

Command: End Transfer : g
1
|

5. End Transfer Stage -[ ;
1—' Response: Success

Client Defined Post
Update Behavior

311 BEHEIDISATFTUREYITYS
MDFU 7R X kS B EBIAT R0, 9S54 7 M MDFU 4S54 7> k7O kajL a<vY RESEL
TUIBTEELSIZTEE=0IC, 2—5FIFVSAT7 2 CEBYLE—FICEETARENHYET, V54
FTobEID7— LT T7TEHRE—RABOIIEIROOAEIUTOEYISATU R EIZRERYET,

o REVDTLRIFBR—ILFK

o REAVERLGALCERBRA

o REAVERLAGASYEY b

o BEHFLYADEE

s TV —2avDERTBICRELEEHEZ T E(T 14 TEH)
T7—LVDIT7EHE—FABITTELODFEE. 7534708 27—Loz7OREENERLET,

312 BRAT—

BREHITOCLRIFERRAT—CTHREYET, CORT—2HIZ, RRAKMEIISAT Y COEHICKHELR
DSATF7U M INSA—REZRMBLET,
BRAT—VIE. RRA MBS IS4 T2 bNEEESNDS 1 DD GetClientinfo A< > K( T 547 > MMER
WBavYU R BBR)ICKYRETLET. 753472 ME, COARURICRHLTISATUR 85 A—4
EDYRFERTBEAHYET, /1854A—48 YRAKMIEISA 7 bAERELTLNS MDFU 7O ko)L
DIN—=23 0, DSAToRNYIT7ER. 9534720 R 3L LT MEBRONEENET .

D347 bBRBANRTA—EDWEICKRLIBE, RXA MIEHFZRT L, BT LEREEZI—HIC
HRETIDLENDHYET,
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3.1.3

3.14

3.14.1

INS A —A QFMAERIL. AERD GetClientinfo A< > FOEZIZREHE L TULET,

AR T—

9S54 T FDBEREIFER LI-RIC, /KRR & StartTransfer A< > F( TEERRa <Y K1 SB)%&(
LET,

ARV KOEMIE, 9SATU M EHRIFAILT—ADZELBERZIDH-DICHLELELTOIRE
L TES K512 BHETT,

BEHMISADERICEYBEDTERLEEES, COAXVFRIZE2TYISAT7 U NEHFI 74 ILERY)
MNOTEICRIETEDIREANISATULE)EY VT HIRENHYET,

ARV REZIELEBICRONE TS avOERTISATUMIEKELTELRYET,

T7ANEERT—
DSAF7o0 D7—LIT7EBHTBICIE. RADLISATURNISATUREHRI7AILAD
ETCDT—REHETILENHYET,
UTOERHIZCKY., 7547V FBEFHI7AINIEEBD/NESLBF Y o UICRBI SN TEEINET,
1. 7 Aa—HE
- MDFU 7B kaJLl& Stop-and-Wait 7 O—f#lf#lZELNET, COREDITO—HIHZEZFESHS.
RAMDNSISATU RAREESNDATY ROBRKY A ANBEMTEESNATEY., "I 7
A FYoo9RINEDNATR YR T2/ O—RIZRFLIDBLELNHY FT,
- M ToD—HilE] 2SBLTLREEL,
2. MELGIS—DEH &G
- TF7ALNDINEBF XY oY EREETHEUNICaATY FOBEUHE2HRT HEICKY., ZET—4
DHEZRRCBRELTIS—ModRICEETEET,
- DF7ALNT—RENILGF Y UICREILTEETHEICLY. V53470 MIEEFRATRELT
S—FHRE LI-BICELICEREEZFILETEET,
T7AMNDFY Y4k
o RRAMIT7Z7ANEREY A XDF v oI ~NEREIL, WriteChunk 2> R( TF v U EEFAHD
IR SB)EFEBLTESIHICEY. ENODF Y0 EISATY FANERGHICEELET,
o Fyo0H4 XiF, GetClientinfo AT Y FEFE>THRERT—IUHITVZAT U MHLBMBEINTE
ER
o OSAT U Ry T FIEHRINSA—RIZE. 1 DOAT U RTHISAT Y MO ZETRELR T 74ILD
=AM+ EESET 5 MaxCommandDatalLength 7 1 —JL K& ENFE T,
© DSATURBH I 7AILIE, /1314 A MaxCommandDatalLength DF ¥ O AR EIShET,
¢ TF7ALNDYAZIRNF v o34 AOBERETEHRGEE, REOI7FALF Yo 2@E 774005
DEYDNA FERMLIE-BEIVINSLGF Y0 EGYET,

MDFU Host

il

Client Update File
Client Update File is

; . - .
" éjlwded \Qgc ::h\-unksl:fb—t-__‘ 0x12, 0x19, .., 0x87 l'_-' 1%t Write Chunk -_l_.
axCommandDatalLength bytes IV
0xad, Oxc2, .., 0x85 ! (2 Write Chunk | l

o000
If the file isn’t an even multiple of e Last Write Chunk N
MaxCommandDataLength bytes, \‘ _
the last chunk simply is shorter
i Tt 0x39, 0x1B
and contains the remaining bytes
from the Client Update File
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315 RREERT—Y

T7 A ILNELRICEE I NTF=RIZRR ME GetlmageState A< > F( T4 A—JRERBaT Y K] )
FEELET, COATUKRIE, 727—LDzT7RITZILIIVALEZFEFTLTCI7—LI T 7HREINE
SHDEHRERT LIS A 7Y MIERLET, COATVFRIZHTBLRARUIZEY ., RRAKEYS
ATV RDFHLW I 7—LI T EENTHLIEHELIZNESHNEMBIENTEET,

AEYERIETDHEFISATUMIE>TREIRSAFI(MDFU O FaLMEET HDTIEHY F
BA) 54T I, ZOERODERICIECLTEEDZILITYVAL(Fz v oYL, KRTERE
(CRO)#H)&#EIRTEET,

D347 2 bTENGA A —UNBRE SNERICEYGREARNS K 5. KRR MIT S5 —DAER(RED).
IS—0AFYT, A—HFADIS—DBEMETOREZIRBT IVELNHYET,

3.1.6 ERERTRAT—D
BREEMNSET LT=RIZ., /RR M& EndTransfer A< > K( T8ETaT U R SB)E US4 72 AEE
THET,. BFNETLEEZISAT U MIHMLEFET,

COEBRET,. 99347k 27—L9z7EHIA—KFIIROTIavl: 27—Lo 1 7DESE)%E
BIRTEET,
3.2 AT RILARURA RFP
MDFU 70 F3JLIEARR FEEEIR O L TT ., £ETOBEFLUTD 3 DDOFIBIZHVET,
1. KRR MZKBaTY FER
2. D547 MI&Bavy FREB/ILRAKRY RER
3. RRAMI&BHLRKRIRUNE

AX U REZFDARY FIZRIET D LARVRADBEHEDHLEFAT U K/ILAKRURA R7EFUET, O
TURELARARUVRIF, o=V RABEIZESDTRILAT Y KILARVA R7PDAN—E LTHANS
nEzY,

1. All communications are

initiated by the host sending .
MDFU Host a command to the client. MDFU Client

-

_| Command X: Sequence 1 l—’
] Response to Command X: Sequence 1 jr—
.

i
1

e !

2. Clients respond to every

command with a response to

that specific command forming

a command-response pair

AYVREESTISIAT7 U METEEZNIAL, BT AT 205472 D LRIGT 5612 R
DR—PDOEIZRLET, COFITIE. "R ME GetlmageState < > F( T4 A —DIRERBIT Y K]
BR)VEVTFAT U MNREELETS, V953470 ME TEDT7—LIzT7 A A—URFMNESINEH
EL. 77—L0zT7 A A—COKEICET HEHREITU RITHLTRLETS,
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3.2.1

3.2.1.1

3.2.1.2

MDFU Host MDFU Client

2

o

g
v

GetimageState Command

Is Image
Valid?

Response | Status
Sequence Code

o001 | oo [ oo
A A

Success Image is Valid

Data

F Y

avU R

MDFU a< > RIZ&Y., RRA NSO SAT U MIHTREBDEE. VSAT7 U NEHI7AILT—4
DEIE. 9FATF7 VLD 77 —LY9PRIEE7ZILITY LDOEENTZET,

KRR DS SATURNEERBICEFHT H0OI2. V54T ML 5 DONBEIAI Y FEYR— T 50
ENAHYET, MAT, FEOFLWA—R5—REHYR—FFTEEHIC, T3y avy FAODa—
KAMDFU 7B Fa)LIZ&k > TRFHENTULET,

avyY Rn—&

ZAY U RILRARUVR R7DEMLEERIE. FEAORIETHERHICTEEHLTLWET, ZhlZlFavy
Fa—FK, a9 K T—4R4f/0—FK, OV FZEBDI A7 e, BHRUIBEDISA T2k
NEDLARUR F—ARL O— RIZBETA3EENEENET,

FHFH - FHRAZL 0x00 N/A
GetClientInfo 0x01 WA
StartTransfer 0x02 WA
WriteChunk 0x03 WA
GetlmageState 0x04 WA
EndTransfer 0x05 WA
FERABIZFHFH 0x06-0xFF *rFoay

Note 1. EDHKRRA NI SAF72 4272 Fa—FK 0x00 ZF > TIEWMFFERBA, I Fa—K 0x00 25 &, 7R La)L
DDBEEETHTLAEEENHY FF, aY2 Fa—F 0x00 #FRELE-E£TORRA NI S A7 bE MDFU 7O ko)Lt
RICER LEE A,

avy FOER

ATV RIFE#HD D —IILRIZEYEBRENET, a7 KRIE 1 NN/ OOV R O—45 VR Ta—)L
KE1NRA FDOAT Y FO—FZEH. —BOAT U KRET—42 RAO—FLE#FT, EBcDa<TU R
DTF—EARAO—FORBEEKIZ, £avy FOEMESICRHE L TLNES,

AX VR T—4RAMO0—FIZHEMABELERRANA FEN)EXYVSA4T7 > MIZEKFEL.,

MaxCommandDataLength DIEE —HLFET, V547> I, BEFOFERRIARXFITISA4TU b N
v 7 7 1&#H/\NS5 A — 4 %{F > T MaxCommandDataLength DfEZ R R FZEELET,

c\ MICROCHIP
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Command Format

Command|Command Command
Sequence Code Data Payload
1 byte 1 byte 0 — N. Bytes?

Note 1: N. = MaxCommandDatalLength Client Parameter

322 LARRVR
MDFU 70 FaJLIEFL AR AEZKBOEMTHENET, LAKRVRIZKYUTIAIREE Y FT,
o RAMEFARUVERNISATU ML TERICEFTENE-Z2HERTETET,
o KRR KMIEBICETENE-OTY RICEET I T—2EMETEET,
o RRKE, LRARRETO L)L J70—FHIEREIIZEDNT, 9547 FBARODaT Y FEZE
AREMES I HERTEET,
o RRAMI, VSAT7 Y PHEEAREIS—ICEBLEEZRAMLTHRRA OIS —EE#AEEZ LY
HIBENTEET,
o US54 T FHAEERAREGEIS—ICEALEES. RXAMIIS—ICEHATIEREYV ATV D
SCRELTCHEEDZHE TNV FICBITARENTEET,
o EEFRITREEIS—AIBREINEEES. 9547 NEEHFIOLADREFTTHEIOELC(ELIZE
FiEPIEL, KRR MIEHNRBRLE-EXZMOE2ENTEET,
3221 LRARIVADI+—<I v b+
LARVARIFZ 1 N FDLRAKRVR O—H 2R T4—JILE 118 FORT—RRAO—F, alZERDOL
ARVA T—ARAO—FTEBREINET, CThSDTA—ILENEWNIEZ SN TLRARVANAS

NET(FRSHE).
Response Format
Response | Status Response
Sequence Code Data Payload
1 byte 1 byte 0 — Ng Bytes

LRARUR T—2 XA O— FISENAETEERR K/ FI(NR)IEY 54 7 > MMIkFELET, MDFU 7B k
)L NN—232 1.00 TERSINTWLWSRERVWLRRUXIE GetClientinfo LARVRATY, 2HFA
FINICEDTERESINTWVWBISATUR INSA—R (BTOX T3y RSA—RFET)EHEML
= GetClientinfo LARUZADT—RA R4 A—F[£28/84 bTT6 /34 bDTO )L N—=D 32 K5
A—BAENA DI AT NYITFERINTA—F + 1T NA CDIZAT N AR ZALT
2k 185 A—%(4 DD SpecificCommandTimeOut Z&$) = 28 /31 k), GetClientinfo L AR RIZ# T
DAVDNFTA—ENBMENSELARVAORSFIEMLES, FEOTO L)L N—2 3 VTR,
NEYRWVWLARVANERSNSAREENHY 7,

c\ MICROCHIP
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32211 LRARUVR RAT—42 R

TOXRIZ, FAFARELLARVR RT7—2X2—F&RLET, V74TV FMILRAKRUVR RT—4 X
OA—FZE@E-ST, AY Y FRTAFBILENESI N, AY Y FRTEWHTFSIBEB/ TS —MNRELE=NES
M, T7—LIITEHTOLRADHUENDBENE SN ERRA MM ELRENTEET,
NoDA—RD—IEIDEATHA-HETDI ATV MIRETILENHYFT, EDOMHDI—F
ERETEINEINIV AT 2 FORRENERTEFT,

FHEH - FHRAZEL 0x00 N/A
SUCCESS 0x01 DAY
COMMAND_NOT_SUPPORTED 0x02 DA
BERAICFHEH 0x03 rFoay
COMMAND_NOT_EXECUTED 0x04 WA
ABORT_FILE_TRANSFER 0x05 rFoay
HRAIZFHFH 0x06 - OxFF rFray

Note 1. EDHRARISATURELELARVR RTF—2XI— K 0x00 #F>TIEWTHEREA. I—F0X00EFES &L, 7Ok
JLDMOBEE FSHTIAHENHYET, LARUVR AT—F2R0—F 0x00 #EELEETORRA NI SAT Y RE
MDFU 7B kO JLEHRICER L TR A,

32212 LARUAR T—E R/ O0—F

3.2.3

LARUVA T—ERA O—FORRBIE, LARVRIZHEMENZRAT—2AO—FRIZIECTELRY F9,

¢ AT—HARAO—KH SUCCESS THBABE. TOLARVAIFaAT Y FAEREIZETINF-FEETRL.
T—EARAO—KRIEZaI Y FETICEHET 5T —2EHMLET, SUCCESS LAKRVR T—42 RS
A— FOEEIZ. FEaAT VU FILRARUR R7OFEHREZICREHFELTLET,

o RT—HRXO—FNH SUCCESS TIELELMEE., V5347 MR IS—%#RELEEZEKLET, C
DHEE. LAKRVAR T—2 R4 O—FIZIEHEDZEE T/ Y IR IDEMDEREEMTEET,
IS—LRAKRIVR RT—RRAO—RFOFALEKRE, TRODAT—FR LRAKRVADT—4E2RAM A
—FOERIZCDOWVTIE, TIS—LRARVADHEM] 2SBLTLEEL,

Response
Response Response
Sequence SIS ConE Data Payload
0x01 Data Related to the Successful
SUCCESS Command Execution

OxYY Information about Error
Other Status Codes SIS E gl

Encountered

ATV FILARUZRAD /A1 M|

RAMEDSAT7Y FOREERZRREIZT 518, MDFU O FaLFa<w > KILRKRUCRARAD/NA
FOHEWIEERILFINA b T4—IL FRDNA FOXVIEERELTULET,

c\ MICROCHIP
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3.24

3.2.5

3.2.5.1

ATV FILRARUYZRAD/SA FIE

AETIH, HEF-S-THIATVERBELEULARVR J4—ILEDEEHEERLET, CNOHDOHIZIE, a7y
KILARARD/INA FOIELRIENTRENFET, TRIZRITEY ., /N FEENSANEFBIZTESWET,

Command Or Response
Sequence Cmd Code Data Payload
or Status
1 byte 1 byte DataByte0O | @ @ @ | Data Byte N
A A
First Byte Last Byte

TILFNAL k 74—IL FAD/A FE

AT RERFLVLRARDARDIILFNS b T—F T 4—J)LKIF, VML ZOTAF7UoBRRT/INA L%
BMLET, 2T, RTFENA EOSIERBICEMEINET, TOHIE, a9V F/ILRAKRCAAD
uint16 t 7—42 XA O0—FK J 4 —JLFIZHFELL 16 By FEBHIE 4,660(0x1234) 0\ & S -iRkEEZRL
TWEY,

uintle_t
4,660 = 0x1234
Most Least Command Or Response
Significant | Significant : Cmd Code A
Byte (MSB) | Byte (LSB) equence oF Status uintle_t Data Payloa
0x12 0x34 1 byte 1 byte 0x34 0x12

A 7'\

F— 58
MDFU 7B Fa)LIEUTOT—2 B E#FENET,
o uint8_t: FELL 8 E v FEH(0~255)

o uint16_t: B L 16 By FEH(0~65,535)

ATV RILARUR R7DES

LUFIZav Yy RILRARUR R7DH#BLEELZTHLET .

953472 MEBRI@GaTUFR

MDFU 95472 h2RETHERIZ. TDUSA7 Y MIBEODEREZH/-EA5LS5I&END OO
INSGA=BZB: 9SATUo RNV ITF7DHARX, AXV R A LT FE)DEFFRIGRIRTEET,

@ MICROCHIP
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D347 FEERICEHT HHIZ, RAMIRRAT—VHIZINODINTA—EDEEI 4TV
FACRET IBELAHY FY,

KRR ME, EHFOERRAT—/IC GetClientinfo A< REISA T RAREIELET, ChIZHLT
DI3AT7 ML, REOHMBEREI AT INTA=FDYAMELTHRRAMNRTRHELRAHY FT,

GetClientinfo A<V FIZaAI U FDRA LT MEZIRIFT 5=OIZFEHLnS1-8. GetClientinfo 2=
VRFBEERDAA LTI MEEZENRARARXTHAEEIHY FHA., GetClientinfo A2V DR A LT
MEIZT 1 TREESINET .,

3.2.5.1.1 A7 > FDOEE

D347 2 MEREIGOT Y FOFEME

SUCCESS LAKRVRDT—E R4 O—F

avy Fa—F

IvY R F—aRqA—F

SUCCESS LARVYADTF—4H R4 O0—F

0x01

mL
DIA4T b RSA—2DERE) R
[Parameter1., Parameter2. .... ParameterN] [& TLV (Type/Length/Value) >

A=y bTITa—FERET,
DFAT VR INTG A=A
ETDIFAT Y D RIDEDHDIDLBEI ZAT b NFGA—GNERFEELET, MAT, 9347
VMIBEBIZHELTA T a Y RS A— L EBIRLTERETEET,
ETDISATUE NSTA=RE1DDYRMELTEESN, GetClientinfo < > FIZxtd 5L AR
VANTYI ATV MMBRENET, NTA—FDVRAMETORIZRELET, /3T A—2DFFMIE.
AKENORET HEBIZEH L TLET,

FERRAICFHEHS 0x00 Ty
JakrajnNn—ay 0x01 WA
235472k Ny T 7IER 0x02 WA
9547 aAR VR AL LTI 0x03 WAZH
FEBIZFHFH 0x04-0xFF +Foay

TLV (Type/Length/Value) 7 +—< v k
D934T b NS A=42[L TLV (Type/lLength/Value) 7 #—< v b TO—FEEINF T (TRSE), R
DAINA FINFTA—FDHEEFEREL. RD 1131 FMIBFEDNNTA—F{EDNA M EEELFET,

Parameter Type Length Value Format

Parameter | Parameter Parameter Value
Type Code |Length Field
X (1byte) | Y (1 byte) Y Bytes of Parameter Data

@ MICROCHIP
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32512 FILARUR R7DH
TOE 312, RR MWD ISA TV rAEIESNh DB GetClientinfo ARV REHFAT Y FDBKRR k
ANRENDLRARVRAWBEINTA—2DEY b EERMOBIERLET,

3-1. AT R/ILRKRUR RT7 DO

MDFU Host MDFU Client
Command
Command Command
Sequence Code
0b:y00Onnnnn 0x01
x v
GetClientinfo
Process
Command
Response
P Response Status | Response Data 1
< Sequence Code Payload
A 0b:000nnnnn | 0x01 See Below
A
Success

GetClientinfo Response Data Payload Example

Protocol Version Parameter Client Buffer Info Parameter Client Command Time-out Parameter
Type |Length Value Type |Length Value Type |Length Value
. MaxCommandDatalength Default Command | Default Command Time-out
1 1 1
Major* [ Minor® | Patch OXO10F = 271 Bytes NumCmdBuffers Time-out Code OX000A =15
0x01 | O0x03 0x01 0x00 0x00 0x02 | Ox03 OxOF | 0x01 0x01 0x03 | 0x03 0x00 0Ox0A | 0x00

Note 1. COHIDTO R N—2 30 RS A—2DfEF,. MDFU 7O Fa)L N—2 32100 RLET, BHS 70Tl N
—CavERELTWDIEA. COEEZLEETIHEAHYET,

32513 A PN /NR—=Day RS A—4
JAakral N=23 0 NSA=F2&Y, RRMIVSATUEMNEELTLVS MDFU 7B ~aL®
N=D 3V EMBENTEET, KRR ME, ZON—=J a3 VERIZEOVWTISATU N TREyYEE
FARENE SR LET, CON—Da3vEHR—FLTULEWMES, RR MEA—YEXET L0
DIERERBLET,
DA77 EBHTHEOHIZRA MILUTOESGEE-TRENHY FT,
1. 95472 FAEEL TS TO R3)LD MajorVersion ZH7HR— kL TLEE
2. U547 MAERELTLNSZA FaLD MinorVersion L EZHR— kLTS E
LREOEHZBE L TOVEMES, KRR FMIEHFERTL, V547 bOTO L N=D3 VEYR
— FABEGN—D 3 VDRRA MEAFTEE 1 —HFICEETHIENHY FT .
IRT A —2 DO
—ARAN—TU3o0Ta bR N=D32 IKFTA—FA—=21F 3 /N1 FETHY MajorVersion,
MinorVersion, Patch(% 1 /34 F)Z#&# L F£ 9, Microchip #tAEIIFDTL YY) —RX N—=2 320 TIE 4D

B® PreRelease /31 FHAEBMENZBENHYETHN. CO/NA FMEI—BARAN—CaVIZIEFEELE
A,

75 b =3 545 |

NRSA—2OHI—F 0x01

—RABAN— 3 VT3NS +
Microchip#tR 7L 1) J—R EJL KTIX 4814 +

RFTA—BDRE

19
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........... ]

<MajorVersionByte><MinorVersionByte><PatchByte>[<PreRe
leaseByte>]

RS A—5DE

INT A—2DH
TRIZZAO 3L NA—230 NSA—2OFIERLET,

Protocol Version Parameter

Type Length Value
Major? Minorl Patch?!
0x01 0x03 0x01 0x00 0x00

Note 1. ZOFDTA LA NR—=D 32 RS A—2DfEIX. MDFU 7R +a )L /=232 100%RLET,
ERd70ralN—CarvERELTWDEE. COEEEETILEADYET,

32514954 F b Ny I 7RIS A—4
DSAT7 D) Y—=RIZIEL T SA T2 MIEET BHZN\Y T 7DHEMEERTEET, V531472 F
. SNy T 7IERERRA MIRETIDLELAHY ET, Ny T 7BRICIE 1 DDAV K T—4
RAO—FTEEARLGERT =2/ ML, V47V MRRELTWSaTY KRNy T 7DHEAE
FNET, REDO MDFU O Fa)LIZEHO AT KNy D75 HR—FLTWWEWESDH, 95047
MEOR U RNY I 7EADEFTREELTNY I 78N 1 THIELZRR MIRET HIDLELNHY FT,

NS A—2 DR

e e i

NRIGA=2OEI—F 0x02

RIA—2DES 3

RIA—=2DE <MaxCommandDataLength><NumCmdBuffers>
MaxCommandDatalLen unt16_t: 9547 bRaAT VR T—4 XA O0— RTHR— FAGEGRRRKT—4
gth NS LR
NumCmdBuffers uint8 tt 9S4 7V MAERELTWSaAT U KNy I 7DH GEECDEE1TH

) . ZEHBE)
INTHA—2 DB

TRIZVSATU R N T FRBHRNGA—2DHIERLET,

Client Buffer Info Parameter

Type Length Value
MaxCommandDatalLength
0XO10F = 271 Bytes NumCmdBuffers
0x02 0x03 OxOF 0x01 0x01

20
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3251595472 ARV K BLA LTI IS A—4
D347 ME AR FOETICET ARAFEERR FMIHRETIDLENHYET, ChiTkY., 7K
RAMEIBENZAA LTI LEHELTIAIU FEBEETEET, BESLERMEDONTUREWMS120.
DIATVME2EBEDAALT I NERETEET, V5472 b ARUK BALTI L IN5A—4
fElX, BEIEEaATU R FA L7 MEBEEDNDIT VR 24 L7 MEMNBESNEWLVETHDOT Y RIS
BR)THEIVELNHYVET, BEISHL. V3472 MIBFEII Y FIZOHFERT D 1 DFERIFE
BOEEITU R A4 LT MEZKRR FZRETEET,
7547 MESREBOT Y K(GetClientinfo)l, A<V K B4 LTI MEEISAT Y MHADIREBT S

f=HIZfEhnb =8, GetClientinfo A< FEBEDE A LTI MEZHREIARXTHAEEKEHY T
A, GetClientinfoa< > FDA A4 L7 MEIZ1RICEAESNET,

INT A =2 DEEH
NIA—EDOEI—F 0x03
NRIFA—EDES BALT I bHIZY 3NA b x BEFTE2ALTILDOH
<DefaultCmdTimeOutCode><DefaultCommandTimeOut>[<c
NRSIA—2DE mdCode_1><uint16_t SpecificCommandTimeOut_1>]...
[<cmdCode_N><SpecificCommandTimeOut_N>]
DefaultCmdTimeOutCode uint8_t: 0x00
DefaultCommandTimeOut uint16_t: BEEES A L7 b
BEDITU R 24 LT MEASEESAEWVLETOIT Y FITER
cmdCode_x uint8_t: EHDZ A LTV MENEIYHBTEhEITY FOI—F

SpecificC dTimeOut uint16_t: cmdCode xIZk > THESNFaT U FIZEIY L THIEED
pecificCommandTimeOut_x 84 L7 ME

A4 LT MEDER LEEK
+ DefaultCommandTimeOut & SpecificCommandTimeOut_x £ uint16_t{ETY,

¢ NBEDINFTA—FDLSBIL0.1#TY,

o RINFALTYMEKXOIRTY,

o KA ALT MMEX65535x0.1F =6,553.5F =109.225 BT,

+ TimeOutInSeconds = TimeOutParameterValue x (0.1 # / LSB)

+ TimeOutParameterValue = TimeOutinSeconds / (0.1 # / LSB)

NS A—2DH

ROR—=DIZ, 2BYDIZATo R AV R ZALA LTI NTA—FDHREFZERLET,

BODBICIE, BEEERA LTI NOHEFESRL DV TGS —RERLET., CORMEERZIA LT
e TOav Y RICERASNET,

c\ MICROCHIP

21



X 3-2. 1. 1 WEOBREEFIAN LTI rE22THDIAT Y FISERT 556
Client Command Time-out Parameter Example
Type Length Value
Default Command Default Command Time-out =
Time-out Code 0x000A=1s
0x03 0x03 0x00 Ox0A 0x00
| |
|

Default Command Time-out=1s

ROBELT, BEAIRVKRDIALT I ERTHHEZERLET . COHITIEX. GetlmageState 1
IURIZOH 10 BEDZA LTI FEBRALTWET, Z0MOETOaT Y FIZIE 1 BEIOBIEED
IR BALTY PPN ERAINET,

3-3. #l2: 1 EDEEEMES A LT L %ETE L GetimageState A< > FIZDH 10 WEDEHF SR 1 L
TNEERT H5E

Client Command Time-out Parameter Example

Type Length Value

Default Command Time-out =
0x000A = 1s

Default Command
Time-out Code

GetlmageState
Command Code

GetlmageState Time-out =
0x0064 = 10 s

0x00 0x0A 0x00 0x04 0x64 0x00

\ J \ J
1 1

Default Command Time-out=1s

0x03 0x06

GetlmageState Time-out=10s

3.2.5.2 ER¥BAtRa~< KR

AR MEERERIER T— U HhIZEnERtA(StartTransfe) A<V &I SA TV bARETHEICEY ., ¥
AT REH I 7AINDEENE B LEWBESIBZLEIIATUOMIUBRAES, 953472 I V354
FURBHIZ7AILDOAREREINOREICZIETEDLSERBIDIVELHYET., V51472 M
DSAT CEHI7AILDZEEBMNTT L-#%IZ SUCCESS RT—2 A ERA MIRTEIZEY.,
LWISATUOREH I7FAINDZENARETHIEERA MIHLELILELAHY FT,

3.2.5.2.1 a7 > FOA

BRBitR O <Y K& SUCCESS LAKRV R F—AR(O—K

AvY R F—4RLO0—F L
SUCCESS LARYR F—ERf4O—F L

325227 RILARUVR R7DH

RR—=DDEIZ, IRRA MBI SAT Y bAEEESND StartTransfer A< 2 K&, BHOBIBMNRIEET
HDIEETRTISATURDLDLARVADHZERLET,

@ MICROCHIP
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MDFU Host MDFU Client

Command |Command
Sequence Code

Ob:y0Onnnnn|  O0x02 +

[

StartTransfer Prepare for
Update

Response Transfer
Response | Status
Sequence | Code |

0b:000nnnnn 0x01
A

Success

F 3

3253 FyYUOEZFAAOATUE
FHOEERIB R TF—o0Iz, KRR & WriteChunk <2 RO SATFT U RAZELEST, Cchoda
IUKRIE 94T REFHI7Z7AILADT—ID—EDF v o) EMLET(T7274ILDF v 1k
SH),

3.2.5.3.1 a7 > FOE

FrooEFTAHIIUERE
SUCCESS LARVADT—E R4 O—F

qlllllhl

avy Fa—F 0x03
ARV E T-4R40—F <ODSATUREHIFANDDED NN FDTF—45>
SUCCESS LARYVR F—ARSLA—F mL
N NumberRemainingBytesInFile >= MaxCommandDatalLength D154

N = MaxCommandDatalLength

NumberRemainingBytesInFile < MaxCommandDatalLength D5 4&:
N = NumberRemainingBytesInFile

325323 Y FILARUYR R7DHI

RR—TDEIZ, KRR M WriteChunk AR F&EESTI A7V REHI7AILDLD—EDF ¥

DHEDSAT U MANREETBHHERLET, COBITIX, T7M4ILE 4184 b FXT(125BILTY 54

TURNEELTOWET, EFF v 701 ML BRERT—DHRIZVSAT U MDAOREINET (Y

FAT b Ny T 7IEHR/NT A—2 D MaxCommandDataLength 7« —JL KW SER), 954 TV FE

FIO 74L&, Y4 XH MaxCommandDataLength DF ¥ U7 IZHBNESNTY AT bAZESNET,
&REDF v > H MaxCommandDataLength /XA RIET= R WMEE. REBEOF v oI DY A XILBEHIZH

SAT U LNEHI7AILADZRY DA FLEBY ET,
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diHa0EIW \SY

ve

3-4. AT F/ILRARUR R7 D

]
1
~ i
c Client Update File 1
= 1
£ 2 I
Q & fox12 0x19,0x57, 0x87 1--!
= E N s s
% = OxA4, 0xC2, 0xA7, 0x85
o
= O (YY)
o
o 0x39, Ox1B, OXE3
—

B o e I T Rl e A el e e e e s e R |

MDFU Host

—

=

o ====te=—==———=—= 7 | MDFU Client
Command |Command| Data from Client Update
Sequence Code File! >
Ob:000aaaaa| 0x03 [o0x12 [ ox19 | ox57 [ 0x87
A
WriteChunk Process Incoming
Client Update
Response File Data
Response Sequence |Status Code |

0b:000aaaaa

0x01

A
Success

MDFU Client

Process Incoming

Client Update
File Data

MDFU Client

Process Incoming

Client Update
File Data
|

e |
I T
;é ! MDFU Host Command [ e e e 1
S Client Update File : Command [Command| Data from Client Update
-LC) - ! Sequence Code File!
(== 1 3
2 5 0x12, 019, Ox57, Ox87 : 0b:000bbbbb (ixos 0xA4 | 0xC2 | 0xA7 | 0x85
c E mmmmmmmmmmm————— ] WriteChunk
< £ 1 0xA4,0xC2,0xA7,0x85 L-!
- O @ TTTT== mmmmmm———= — Response
c O ( X X ) R d
o l esponse Sequence |Status Code
8 0x39, 0x1B, OxE3 0b:000bbbbb 0x01
0 x
Success
— L} _— _— — _— —_— —_— —_— — —_— L} _— _— S— — L _— —_— — —_— — — _— — — _— — _— — _— _— —_—
000
— _— _— _— _— _— — — _— — —_— L} _— _— — _— L — _— — _— — — _— — _— — — —_— p— _— _— —
r _____________________________________________ 1
| MDFU Host rE—— T T x
é Client Update File I Command [Command| Data from Client
5 1 Sequence Code Update File?
< -8 i 0b:000cccce | 0x03 | 0x39 | 0x1B | OxE3
QO © 0x12, 0x19, 0x57, 0x87 : E 2
Y ¢ 1 WriteChunk
'é e 0xA4, 0xC2, OxA7, 0x85 :
@] ! Response
- O 'Y : = L -
D e - H £ esponse Sequence | Status Code
Al f 0x39, 0x1B, OxE3 I-----_.I . 0b:000ccccc OxAOl
N —— -
Success
Note 1. CDFITIX, FERATF—UHICMEBENEI54T7 Y b 1Ny 7 71E#H/S A —4 MaxCommandDatalLength (£ 4 /84 +%R L. WriteChunk 3= > KRIFIZT 7
ANE AN FDF v o II2RBENBEEBELTVET,
Note 2. Y SA 7Y FEHFHI7AILDREDF v U7X 31\A FLHEFLRN=D, RED WriteChunk ARV FTIET7AILT—2 M 3/131 bEZFI 5472 bAEIE

ENET,



3.25.4 4 A—UHRER\Ga<TUR
AR K&, BEFHOBRIERT—UHIZ GetlmageState ARV KEDSAT U MAEELET., V547
FMIREETITVRXRLEZEFTLTI7—LITT A A—CDIREZHEIEL., TOAA—HEHTHSDH
ESMERTILARURZEZRRA MIRLET,

3.2.5.4.1 a7 KO

A A—URERGaT U FE
SUCCESS LAKRUVRDT—E R4 O—F

avy Fa—~F 0x04
aAvY R F—4R40—F L
SUCCESS LARYVR F—aXRS4A—F <uint8_t:ImageState>

IMAGE_VALID = 0x01

ImageState D& IMAGE_INVALID = 0x02

3.25.42 Y FILARUR R7DH

TORIZ, "R IO SAT U bAZEIEESNTD GetlmageState AR KE, A A—SHNENTHDE
ERTIIATUMDLDLRARVADHIERLET,

MDFU Host MDFU Client

Command

Command [Command
Sequence | Code

0x01 0x04
4
GetimageState

Is Image

Response Valid?

Response | Status Data
Sequence | Code

0x01 0x01 0x01
4 4

Success Image is Valid

F 3

3.25.5 ERETa<TUF

RR MIEHDEERTRATF—20IZ EndTransfer AR RE D SAT Y MAREETHEHIZLY ., BFHD
FAIWDEENTT LEEEZ I SAT7 Y MIRLET, Y5472 bE, SUCCESSRT—42 R LARY
RAZ&Y, ZOAT UV FDZELNBIZHRINLIE-EEZRRA MZHMLEET,

3.2.5.5.1 a7 > FOA

¥ TV K& SUCCESS LRKRVRAD
F—gRq40—F

ARV R F—4R4O0—F L
SUCCESS LARYR F—ERf4O—F L

32552 a7 Y RILARUR R7DH

RR—DEIZ, RRA MDY SAT Y bAEIEESNS EndTransfer a2 REDSAT U M BHRR k
~NREN D SUCCESS LRV ADFIZERLET,
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MDFU Host MDFU Client

A 4

Ob:y0Onnnnn|  Ox05 +

EndTransfer Process End
Transfer
Response Slgna\

Response Status
Sequence Code I

0b:000nnnnn 0x01
[

Success

F 3

326 IT—LARARUADEHM
BHHPIC MDFU 9547V A IS—2RHELIZBE. T5—ICETHERERI MIGRASEHNEE
T9,
D53AT7 2 MEILRRUVRENLTCIS—FHERRAMIBELFT . T—HPRESNEHIZISAT
UME IZDRELELEFEERTLVARVR AT—2 R I, T5—ICEATHEMERZEZEMLI
LRARVR T—ERA0O—FERRX MRIEANTEEY,
UFICIS—LARVRADEMBEERZEEHLET . CNIZIE. TNEORT—F2ROA—FET—ERA
A—FOERNEENFET,

3.2.6.1 COMMAND_ NOT_SUPPORTED LAKR X
RAMADARU REZELERIZ, 95347 MIFDAR Y RBYSA T MIEEZATHHINE
SHAHEDITIVDENDYEST ., RELEATVFRFEZELEBSE. 95472 kI
COMMAND_NOT_SUPPORTED RT—42 R&#RT LARUVRZERTHIHENHYET, COLAKRY
AE VAT MDA ZEDAT Y FERELTWVEVE WS BEZRAMIEAFET,
SDLRARVAMISAT Y MK > TERSNAIGEDFHFME, (75472 Mok davwy FRE/L
ARVRER] #8BLTLEZEL,

3.2.6.1.1 LRAKR 2 ADEEH
oo vor suppoRTED LA A |
AF—8Z3—F 0x02
LARYR F—aRq40—F AL

3.2.6.1.2 LAR A DHI
TEI= COMMAND NOT _SUPPORTED LARVZADHIZETRLET,

MDFU Host MDFU Client

Command

Command |Command o
Sequence Code >

0Ob:yO0nnAnn 0x06

Is Command
2
Response Implemented?
Response | Status

Sequence Code
0b:000nnnnn 0x02

L :

COMMAND_NOT_SUPPORTED

F 3

3.2.6.2 COMMAND_NOT_EXECUTED L XA R
DSA4FYREATY RESELEBIIEBOIS—FIv I #EFLET, CALOFIvIc&Y,
ZEavY FOMBEARESNET,

26
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CNODEBICIFaAY Y RBIETIS—, JL—329 I5—, V45U RBEEIS—MNEENFET, Ch
LNIT—ARHEEINEEE. V5472 MEavwy KEETEIIZ COMMAND NOT _EXECUTED L
ARV AERAMNERLET,

COLRARVAMNISAT U MIE>TERSNEBEDFEMIE. V5347 MZkbavTy FOLE/L
ARVAER] ZSBLTLESL,

3.2.6.2.1 LRAFR XA DEEH

AF—HRa—F 0x04
LRRUR F—4RfO—F [uint8_t CommandNotExecutedCause]'

Note 1. COMMAND_NOT_EXECUTED L ARV RADT—42 XA 0— F CommandNotExecutedCause D#f& (x4 T3 > T
TWETIEHY FEA)

CommandNotExecutedCause )€ &

95472 kM CommandNotExecutedCause DIREFWHNATIEHY FHAD. ETHIEEHRELFET,

INEDY 54 7 > b TIE. CommandNotExecutedCause Z RS9 1< COMMAND_NOT_EXECUTED X 7—% X
DHBELTHLEBVERA(TOFONLIFELL#ELET), LMALIS—ITEBLERIC, /RX IO
T RBAETEINGA S EBHEFEL TCA—HITGEADENTEFRA, TF73—ICH/HTETNNVIER
BT 5=, 547> kH 5 CommandNotExecutedCause #&ET AEFHELET,

CommandNotExecutedCause M £ CommandNotExecutedCause O &

COI—KlE. ZELFzaT Y FHESK
FzvIICBELEN>EEZRLET,
NEFRR NS SA4T7 Y bADERES
SO P LIESICRELET,

TRANSPORT_INTEGRITY_CHECK_ERROR 0x00

COaA—FKIF, RELFEAR DTS4

COMMAND_TOO_LONG 0x01 FUk NI A XEBIZTVNEESE

~LET,

COI—FKlE. ZEELFzav Y FETE
COMMAND_TOO_SHORT 0x02 EEERLET

ZHa—KiF. ZELIzav RO —4
SEQUENCE_NUMBER_INVALID 0x03 CREEAENCHIEERLET,
HERBIZFHFEH 0x04-0xFF BEAICFHES

3.2.6.2.2 LAR ZADH

TREIZ. CommandNotExecutedCause HMa+ & iz LVvEE D COMMAND _NOT _EXECUTED LR
DADHERLET,

MDFU Host MDFU Client

»
Sequence Code >
Ob:y00nnnnn|  0x01

Is Command

Corrupted?

Response

Response Status
Sequence | Code

0b:010nnnnn|  0x04
)

COMMAND_NOT_EXECUTED

F N

RR—TDEIZ, CommandNotExecutedCause & L T TRANSPORT_INTEGRITY_CHECK_ERROR AR
ETh 35480 COMMAND NOT EXECUTED LARVADFIERLET,
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MDFU Host MDFU Client

Command

Command |Command
Sequence Code

Ob:y00nnnnn|  0x01

\ 4

Is Command
r— Corrupted?

Response Status
Data
Sequence | Code 2 Yes

0b:010nnnnn 0x04 0x00
T 1

COMMAND_NOT_EXECUTED

r

TRANSPGRT_INTEGR\TY_CHEC.K_ERROR

3.2.6.3 ABORT_FILE_TRANSFER L AKX

MDFU 7B kaJLlE, 25472 bAEEFRAIREL T 5 — % H LF-FFIC ABORT_FILE_TRANSFER L
ARVRAEFE SO TEHFZAEICHhIET IHEZTREBLET, V5472 ML £TOATUFIIHLT
ABORT _FILE TRANSFER LRARUVREFRIFIZEH>TEHZHILTEFET, MAT, V53472 MEE
HFEPIE L-EBREZRA MIEZ2ENTEET,

CHOLRKRUVADBYISAT U MIE>TERSNEIGEDFEMIEL. TREFRTAELIS—) & 9547
VMZ&EBaTY FRB/ILRARUDRER] #8BLTLEELY,

3.2.6.3.1 LRAR U A DEEH

RF—4Za—F 0x05
LARVR F—ARM4A—F [uint8_t FileAbortCause]'

Note 1. 77 A LEEEZFILT BB, T/Vv Y AIC[ERE % FileAbortCause & L T3 5EH T E EF (FileAbortCause D&
FATLavTHYRATELY EEA).

FileAbortCause D EH

935472 bh oD FileAbortCausee DIME(FHEBETIEIHY FRAD, METIEEZHELFET, FEEIC
INETEY S 4 F 2 FTIX, FileAbortCaus &9 (2 ABORT_FILE_ TRANSFER R T7—2 XRDAHFHEL T
FREBVFELA(TBFPILIFELCHELEFS), LALIS—ICEBLEZEIC, RX ME
ABORT _FILE_TRANSFER MEAFREEHRBEL TA—HIIZADIENTETERA, TNV ITERBIZT S
-8, T5—EBEIZY 5472 hH 5 FileAbortCause &3 2 E2HELET,

COA—FEF. 9547 v b —RBUGEBEICEEL-EER

GENERIC_CLIENT_ERROR 0x00 Lxs.

CDIA—FKIF. V53472 L EBHIT 74 ILAT—RIGEED
INVALID_FILE 0x01 B ANEEERLET,

GSAT U RBHIZFALNISATU L TIAARXIDIZEEGL
INVALID_CLIENT_DEVICEID 0x02 BNEERLET,

_ . e <

ADDRESS_ERROR . 2747/ FEHIZALRNICENLET FSLANEET HE%

~LET,
ERASE_ERROR 0x04 DSAFT VR ARYNELSCHESWEN 2 1-EEZRLET,
WRITE_ERROR 0x05 DZATRARYDNELLEEAFNGEN>EERLET,
READ_ERROR 0x06 D954 T U RAEYDNELLEAHSNEN21-EEZRLET,

D9FAF7 IO SAT UV REHI7FANADT T r—2 3

APPLICATION_VERSION_ERROR  0x07 Y R—2 3 U OEFE LA LEt A(Anti-rolback),

28
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........... ]

FHRAICFHEH 0x08-0xFF BERABICFHEH

3.2.6.3.2 LAR A DHI
TEIZ. FileAbortCause #8472 L V5 4E D ABORT FILE_TRANSFER L ARV ZDFIER LET,

. 1
1 | )
: MDFU HOSt Command e ———— 1 MDFU C“ent
= = 1 o
Client Update File H Command [Command| Data from C.Ment Update B
: Sequence Code File
1 0b:y00bbbbb| 0x03 | 0xA4 [ oxc2 [ oxA7 [ 0x85
0x12, 0x19, 0x57, Ox87 . 7y
P N WriteChunk Is Client
: OxA4, 0xC2, 0xA7, 0x85 =v--' Update File
""""""""" Response Data Valid?
eoe k
Response Sequence |Status Code
0x39, 0x1B, OxE3 &% 0b:000bbbbb 0x05
; E 'y
ABORT_FILE_TRANSFER

THEIZ. FileAbortCause & L T INVALID_FILE 2’5 S 5155 D ABORT_FILE_TRANSFER L AR

ADBIERLFET
______________________________________________ -
i
MDFU Host Command e e W MDFU Client
Client Update File Command [Command| Data from Client Update >

iy

Response Sequence [Status Code| Data
0x39, 0x1B, OxE3 0b:000bbbbb 0‘105 0x01

»

a

Sequence Code File
T e Ob:y00bbbbb| 0x03 [ oxA4 [ 0xC2 [ 0xA7 [ 0x85
12, Ox13, Ox5/, Ux: A "
o A WriteChunk Is Cllent'
1 OxAd, 0xC2, OxA7, 0x85 L Update File
_________________ Response Data Valid?
[ X 1]

A

ABORT_FILE_TRANSFER :
INVALID_FILE

33 HRAMZLKDaATY RERILARRNE

LUTFTIE, RRAMPRATR U FEEREETDERITVSAT U MNODLAR VR ENES =D T 0
TRIZDOWTEHRALET,

331 HRAMZ&KDaATUFOER

MDFU 70 Fa)ILADETHRIEIFIHRR M E>THIBEINET, A KNI, 9547V MZT7—L
I7EHIOCREZFIEEY ICETIES=OITRELRIAIURE, J7—LDTF7EHT7ILI )X LE
FE-o>TRELET,

RAMIINLDATY FEERL. YR— bS5V ITIHODYEHBENRBITD b5V RAKR— B
EREEELOT, ARV FEISAT U MAEELET,

RA MEI7O—FERRIZHEST, ROIATY RNEEFRETHINEIAEHAILET,

332 HRRAMIKBZBLARUDZRDNE
RAMPEELEZEATVRIZHLTYISAT U ENL LRRVRANREINET,
DSAT7U MDD LRARUVRIE S VRAKR—FBIZE > TRIESIFET,
LARUADNEL &, RRA MIBBOEHITHLTLARVAEZFzv I LET, CRODLAKRYRE
HikY, RRAMFOATY FREEICETINENESIHME, ATV RITHTELARVRAT—2 05 H
AREME SN FHIBFTEE T, SHIC, RRMIIS—HBEELEMAESIMZHFIL, TAEDIFT—~
DRWFEHERETEET, BEAELZIS—HIRESINIIEE. "X FOBEIEEKENEEILET,

c'\ MICROCHIP



3.3.3

BERAELIS—AREINEEES. EH ORI TL. TNAYTIERESECIS—AvE—N
A—HITREEIhET,

RRAMILRARVAATUTZECREIS—2Fzv I LET,

o BREIS— LARVADBEFEEIIL—IVS IS5S—W/ 4 XIZ&BE Y FRER)
o U—HURBEEIS—

« ABORT FILE TRANSFERZNDRXF—H# AL 5—

LARUVADRHEAIEEL S —% 3% F 12 SUCCESS R T— 42 X &HDIEE. RRA MMIZDRTF—E R ET
—ARLO—KRZFE-T, ZIELETITHEILEITY FILARUVR R7OUEBERETLES, CORF
ARTHEDNDIAT UV RILAKRUVA RT7OUEBFERTL, RAKMNEIT7—LIz7EHRT7ZILIVIALEFES
T. ROAT 2V KILAKRUR R7DNEERBLET,

RRAMZEBAT Y FERILARVZAREBTIILT) XLODO—EF
35¢EX36MI7O—FIZ, RRMNAT U RZEFBEELISAT U MDOLDLARCAENIET S
JOovXERLET,

KRR FOBRFEEL. 70—FI#HO2 A LT MEEEZRA b J7—LDz7EHTOFILBFEEIFIER
P FSUVARR—FBDELLICREYT HMERTEET, B35 (p.31)TIE. B4 LTV MERRE 77
— LT T7EFRIOLILBICEELTVET, 3-6 (p.32)TIE. #BA LTI FERRAMFFVARKR—
FREICEELTVEY,

c'\ MICROCHIP
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3-5. IRAMCKBDAT Y FERB/ILRARVRAMB(RA LTI ET77—LD T 7EH IO LOLBIZEE)

Host Firmware Update Protocol Layer

Host Command Generation and Response Processing
(Time-out in Firmware Update Protocol Layer)

Host Transport Layer

Firmware Update Algorithm
(Command Generation and
Successful Response Processing)

: Generate Next
1 Start Update Command in Firmware
Update Algorithm

4

Update Completed:
Notify User of
Successful Update

Update
Complete?

Process Successful Response
Signal and Data Payload

Terminate Update: Invalid
Client Image

Detected? No

Report Invalid Client
Image

Yes

Send Command
and Retrieve Response
(Stop and Wait With Time-out)

e e e e e e -~ -
f Command Sequence Number Selection® {
1
1
; Yes C_SEQUENCE =0
! SYNC =True _l
1

1 First Command 1y
! in Update? C_SEQUENCE = Next J i
I Command Sequence Number?
! SYNC = False
\ SUN

___________________________________________ !
" ------------------------------------------- N i
; Recoverable Error Resend Command to
i Handling Algorithm Client |
I (Resend Command) i

1

E Increment RetryCount H :
I
1
i
1 H . 1
i Terminate Update: RetryCount > ! :
I Report Number of MaxRetries? [
H Retries Exceeded .
i
\

L€

Pass Command to

»

Transport Layer for
Transmission

» Send Command and
Then Start Response Retrieval

Command Sent?

Start Time-out Timer

Time-out Expired?

= Signal
Command Sent

--p Signal to Stop
Response Retrieval

-1

L, . . S o e g . -~ P S, P O ~ : : -';
Response Status Processing Yes ] Response Sequence Processing Yes I i Transport Transport Layer
: . 1 Transport Error? < Error = e o
! Valid ! signal ! indicatesifit has
! No Response Status = ' Terminate Upe!ate: Response Sequence ! ] ?uccessfully
1 SUCCESS? ! Report Invalid for Resend ! ! ! received a response
i Response Sequence Request?3 ] Response | or detected a
Resp‘onse? < Received | Transport Error in
. ! Received? signal 1 theresponse.
1 Response Status == ! ! i .-
: ABORT_FILE_TRANSFER 1 Response Response : :
£ Sequence RESEND Request I
Valid?2 Bit Set?
]
i i i No i
i [ Terminate Update: Terminate Update: { Terminate Update: ! !
Report Response Report Update Aborted by Client ! Report Invalid Response 1 Get Response From !
Status Info and Cause/Location Information ' ! Sequence Number : Transport Layer I
e e el L M o _/'
\ VAN J
Note 1. F¥#lilE [RRX MKk BaAX UK =7 URBBSOER] 2BBL TS,

Note 2. R_SEQUENCE = C_SEQUENCE OH&ICLARUR —4F U RBEIEEHNTY .
Note 3: R_SEQUENCE = C_SEQUENCE F{z1& R_SEQUENCE = (C_SEQUENCE + 1) % 32 DIF&ICLRAKR VR O —7 U ABEIFEEEERATICEHTT,
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3-6. KRR MMZKBATY FER/ILAKRVRWIB(Z A LT bE SV RKR— FBIZEE)

Host Command Generation and Response Processing
(Time-out in Transport Layer)

Host Firmware Update Protocol Layer

Host Transport Layer

4 N\
o S, S P T R S T £ S ~\
Firmware Update Algorithm 1 :f Command Sequence Number Selection? ! :’ Send Command !
! .
(Command Generation and Yes C SEQUENCE =0 i i and Retrieve Response :
Stccessful Response Processing) "SYNC = True ! (Stop and Wait With Time-out)
! Generate Next - -I I
! Start Update Command in Firmware |——1 First Command : Pass Command with
Update Algorithm 1 in Update? C_SEQUENCE = Next J i »  Time-out Value to J4---» Send Command,
Command Sequence Number! i Transport Layer for 1 Start Time-out Timer,
Gpdiate-Completed: SYNC = False E Transmission and Start Response Retrieval
. Update I M ——————————— -
1 Notify User of 1
1 Complete? | e e e e e e e e = i
1 Successful Update 1 bl i !
Recoverable Error Resend Command to | 1 1
Handling Algorithm Client
! i (Resend Command)
Process Successful Response Lo | 1
1 1 1
H Signal and Data Payload ! LFrse e e (N i
1 1
Terminate Update: Invalid
1 Report Invalid Client Client Image ] i Terminate Update: RetryCount > i -
: Image Detected? No |1 Report Number of MaxRetries? b 1] _ Time-out !
! Retries Exceeded [ H Signal ! Transport Layer
! ! = indicates if it has
M S e S e e e 7 i i i i i e e 4 i successfully
ey I 5B R SR B i received a
/ : \ @ Yes 1 1 Transport 1
i Response Status Processing Response Sequence Processing : ! TrarisportiEror? Sl 1 I response, detected
i - Valid ! Signal | aTransport Error in
Mo Response Status == 1 Terminate Updlate. Response Sequence H ! the response, or
! SUCCESS? 1 Reportinvalid TorResend ; | timed out waiting
i 1 Response Sequence Request? ! Response ! Respgnse | foraresponse.
Number I - - Received !
! Received? ) :
H Signal 1
Response Status == H i N
: ABORT_FILE_TRANSFER : Yes Response Response 1 ! !
i ? T Sequence RESEND Request 1 1
Valid?2 Bit Set? i i
: No 1
]
i [ Terminate Update: Terminate Update: ! Terminate Update: i
i Report Response Report Update Aborted by Client ! Report Invalid Response 11 Get Response From !
i Status Info and Cause/Location Information [ Sequence Number [ Transport Layer 1
‘\_ ____________________________________________ - e ., s 2 e, 2 A S S S ll
\_ VAN
Note 1. F¥#lilE [RRX MKk BaAX UK =7 URFBFSOER] 2BBL TS,

Note 2. R_SEQUENCE = C_SEQUENCE OH&ICLARUR —47 U RBEIEEHNTY .
Note 3: R_SEQUENCE = C_SEQUENCE F{z1& R_SEQUENCE = (C_SEQUENCE + 1) % 32 DIF&ICLRAKR VR O —7 U ABEIFEEEERATICEHTT,




334 FHRRAMDATYFILARRVARANY IZ7H4 X

MDFU B raIc&kY, JFARYARXDAT Y RGELWICEBREIND Y FA4 T2 bhLDHRAY A DL
ARVRAERBFARGNY T 7 AEYNRRA BV S TOATOAE, TORR MIERESNEETD
D347 FEBHTEEY,

AR k&, MaxCommandDataLength /31 bD T 7 A ILF ¥ > Z&ih LT= WriteChunk < > F%&&#1E
TEHEIDITHRHENY T 7R EFEOBENH Y £9 ., MaxCommandDataLength (X9 54 7> FZEH®D
NFGA—=ETHY., COERYI ATV IEICRGDAREELAHYET, MA T, LARVR 7—4R
AA—FDHYAXEIVSAT U I EICRLGDABEMAHYET, ATV FELRRVADOY A XIZEAT
HEMIE TaT U FILRAKRURA X7 #B5BLTLEEL,

ATV RELRARVADERYARFISAT7 Y MIKET 5EH. RA MI+HREHSA XDaAT U K
FULARRUVR Ny T 7 2B -EI3LENDY. CNFEHEINDIISATUNEEHTEELEL5+0E
AEYEZFOEREDRAMIB|IY LU TARETHIEZHERT H-OICLELHEEETT,

KBEDAEY ZEHMICEIY L THEELE PC KRR FTIX, 7OTSLDERLLICIFEAEETDYI S A
ForEHR—FTEET, LHL., BMUICEY S TONEBEYA XD/INY 77 #HFDEAHAHERX +
Tl BEIV ATV FDEBEHIZIELTAI VY FEBEXUVULARARUVRA Ny T 7ADAE)E|Y B TEEDPT
F=HICYEI FRNRBEICEDAEEENHY FT . ERSNDIIVSAT U NEEHRTLHLOITTREATEY
#HRAMIEYHTEHDIX, MDFUIA—HOEFEETY,

3 954 F7VHMz&BaATYRFABILARY RER

MDFU 78 ra/LTlE, ETHOEEFXAT U FEISAT U MREETEIRRA ML >THIASDIDE
NHYET, V953470 I, RA DS RERELEBICHIET 2UNEEZERTLTLARVRE
AT 5EITTT, LARVRIFATR U R/ILRAKRUR R7O—EELT(ZELEEEIYTY RIZHIGL
VERENET, RRAMILARUVR =452V T4—I)ILRZEFELST, ZEOLARVANREDAT UK
[ZHIETDDOMNENTEET,

LARVRAIFZUTOZRBEHLET .

¢ DSAT UM ATY FEFTICHRILEAEINEZRTRAT—F2RE, T FIZHET ST —
BERRAANRLET,
¢ USAT UM RELEIS—ICET AR HRUUTOEEFMZED)ZRRX MIHELET,
- BEESNEIS—DEA4 T LARVR AT—42 R
- IS5—HhoDEEEEKRT HI5E: BEEEK
- IS—HEERFAETHY I SATY FHAEFOEIEEERT 51545 ABORT_FILE_ TRANSFER
LARURA
- LARUVANRIZ—RAT—EREZELEE: TNV TIZRIDERELAKRIR T—4 R4 O—
K& L TR
¢ DSATUMILDLARVARE IO NI JO—HETCEELGEBEEBET,

31 V5AF7YHMZ&BaAT Y FRB/ILARRERT7ZILTY XL
RR—CDOKE 3712, V9547 OB IO— (AT Y FOZE, av Y FOIS—F vy, aAvy
FOUME/ET, LAKRVADER. KRR FADLRARUREE)ERLET,

BE: V5472 ME, a9V FOEFTEICKR FAZFDaT Y RIZHTBHLRKRY
ANBEEFLIICERTDIVLERFLGNEHERMITEIET, TOLARUVRZRET
HZRENRHYET, T5—EETZIITYXLOEME TEETRETS—] 2838BLT
LSV, 9347 MR ETEAIATVFICHTEHILARVREHETE LR A2
DTIZDOWTIE, TOSATFURMI&KBI—4 U RABBNIE] #SBLTLEEL,

33
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B 3-7. MDFU 70O DY SA T2k

Microchip Device Firmware Update Protocol Client

A

4 ke
Transport Layer (F[rmware Update Protocol Layer: Command Processing / Response Generation Client Firmware Update Code /
Command = . :
et o r— ( Client Seq.uenc.e Nu.ml;er ) Execute Command and Generate Response Update File Processing
Processing/Filtering
Host
Accept Command
for Execution Command Yes Process Signals
> Implemented by > and/or Client
Transport Process/Filter Client? Update File Data
Error Detected? > Command Sequence _l
gt Repeat of
Field N
Last Executed Resend Response?: 0
Command Resend the
; response from the
Pass Command Invalid pexecuted
to Firmware Command
Sequence C_SEQUENCE
Update Number Command
Protocol Layer . J
Y Response to Executed Command?: -
»| Request the Command with the Next Expected Status = COMMAND_NOT_SUPPORTED Unrecoverable
Transport Error Signal Sequence Number be Resent RESEND Request Bit = False Error® Detected?
R_SEQUENCE = C_SEQUENCE
Ephemeral Resend Request Response?: Data: None
Status = COMMAND_NOT_EXECUTED R oE ted C pEn
RESEND Request Bit = True . e“’_"";‘:);T ’;“E” TeR °S“F’;:“ :
R_SEQUENCE = Next Expected Sequence Number?! tatus = A = ”f = 'l’\N N
Data: (Optional) CommandNotExecutedCause RESENL'RequestBit=iFalse
R_SEQUENCE = C_SEQUENCE
l Data: (Optional) FileAbortCause
Response : Response to Executed Command3:
Pass Response to < <
To Send Response to Host [« Transport Layer P Status = SUCCESS =
Host RESEND Request Bit = False
P R_SEQUENCE = C_SEQUENCE
Data = Data from command execution
\_ (&
Note 1. EF¥#MlilE 15472 ML BL—7 U RABERE] 28BL TS,

Note 2! ¥ 5472 FEETEAIIY FIZRTHLARVRAOHABEEELET 3,
RLTHZEELFEFEA,

Note 3. V547V rE. EFEFAATLFIZHTHLARZADEEENTR AL HEPOBEREINDIBEHNVERR/TTEET, TOLARVREZRFTILENHYET,

95472 I 1RIBY OBEEEERL XK X (Ephemeral Resend Request Response)* %

Note 4. 7547 bIZ1EREY DEZEERL AR R (Ephemeral Resend Request Response)Z R L TEZELEFRBA, 75347V ME. TFNODLARURAERR bAKE
LI-BELICHETEET,

Note 5:

LD IS—DFMIT TEEFRFAIRTIS—1 2SRLTIEEL,




3.5

3.5.1

7 O—&il#

BHIORBZ, "R MIAR VU REFE>TYISATURNEHRI7ZAILDORBEI SAT7 2 bAEEL

9., UTZECRKEOERIZKY., R MO SEBMICAIREREITDOERERETYISA T REHFIZAIL

T—R%FELTH,. V95472 7Oy HEFRELEEaAY Y RFEREISATUNEHRI7AILT—

AEFDERETUNETELRMGAENHY T,

e —HOa tA—3 75 VvV aBEEEETAH#BEFOOI— FETEYR—FLEEA,

o RRICK-TIEFH, BET—EFL—FMR ISV aEEETAHEEFBADEENHY FI,

¢ DSATU D7—LDITEHFIL—FUONBEBEEDNNVIITSHUE FRELTUESH, 7
Aty Y HEEIEDE Y L THARIEINIBELRHY FI .

MDFU 70 Fa LA T CHAT 5 70—HEZEFESET, ARV T2 E2RETIELIALTE
53E512054AF7 MABEHUELZELEIEEHBLET. ChITEY. IS4 7V MSaT U EBE
VEHI7AILT—E2DREBIZ+HHE) Y —X(0EBH A 7 )L, RAM /Ny 77 ZRF)ZFATELR VI
RRAMNENLEEELTLESIRRZEARYT 52N TEET,

A4 LT MK SHFIE/F# D O—§il#E

RR M & BE L/

MDFURR k&, 25472 b —EICREARLET—IDEFERICRBELET,

¢ MDFU4YSA 7Y RE120aT Y RZENRYI7EEZET,

¢« MDFUKRR b, BHFOFERRAT—SHICIDONY I 7FDHAXEISAT7U A REBLET,
RAKE 95347 A 120D REFEELEE, BMOIT Y FIT—2%#ET HHIIC. NEF
FIELTEEFAARY RICHTHLARU R EZHMT 2HELAHYET,

DSAT U EMBDLARVRIZEY ., 9547 bARRODAT Y REZEFARTHIENTEINET,
LRARVADNEE LIZIGE. TOLARVREEEICRESNEZLARVRAORDY [CEEI S —F £/

TEFT, #oT. LAKRVREEIS—AEHINIBEEL, V547V MAERIOITY FONEE
BRTLTOLGCEDHAT Y FDOZREFEPTHIERGITENTEET,

COTOEREFEIET, V5347V FOREEBIRTET THAHRIZ MDFU KRR BRI SA4T7 2 b~
ARV RT—REFEELTLESIRRZEBTEES,
RAKNBALTIH

AY Y RILRARADBEIZE > TKECEBLFETOHRWLRAKRCRAERRA A EFEHITHIRRERH 1=

DIZIRA N B4 LT O PMBETT, AT FILARVANEZERIZELLEEES. LARYRIEKE

IZARR MZEEFEE A,

o BREPOBIBEOWREIZLESTIEITY KILRARUVANBELT ZAEENHYET, COBE, a7
RILRARRUADBI SA T MERAMI&E>TREIZHEINDIBITRLTHY THA,

o BHELEEOATUERRISATURIETUREINBDZEFRLTEL, RoTHZFATURIMBLR
RUABREREINDZFLHY EFEA,

o WELELRARUVANKRR FMZE>TUREINWDIETRLTHY FEA,

RA RN BALTYORE, ARV RILRARUVANZELIZE L LI-RENSEIET HHEEEHRA MIIBHL

F9, RRA MK, ATV RZEBEETHHEICEYIATY F/ILRARVRADERKENMNSEELET,

AR D=1/ D O—&IEIZFELy, EEFADITY FENEBT L0+ LERE IS4 7o MoE

ZBHNIRA ML FDIATY REBEETIEEIHTSNEEA,

BEHORRAT—OHIZ, RRA IV SAT U MBZIAT Y FORFTICET HRAKMZY 547k O
RURBALT I NG A—EOOBELET,
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RAMEIOATUER BALTOR NSA—FEREFEH>T, 753472 MZ&DOTY FEFTIZHRER
MEEZBHNHRRAMEIALTYIMLTIAT Y REZBEEELTLESBEHBEET,

7547 MESREBOT Y K(GetClientinfo)l, A< K B4 LTI MEZEISAT Y MHAOERBTS
f=®IZEbNET, o T, GetClientinfo A< > FEERDAA LT I MEZNWAREIIARXTEHEEH
YFEHA. GetClientinfo A< > FDRAA LT I 1 TERESINET,

352 2O0—#@E7ZILT)XLE
RR—TOE 3-8, MDFU A b))l 7o—4l#H7)ILT) X LEZRLET,
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L€

3-8.

70—#l#H7 LI XL

Host Flow Control Algorithm?

(Host

Start
Update

Send Command

New Resending
Command Command
Generate Yes
Next Resending
Command To Command
Send Approved?,

Command Generation
and Response
Processing

Recoverable Error
Handling Algorithm

A

A a

to Client

Command Sent?

Stop and Wait
for Response
With Time-Out

Start Time-out Timer

Time-out
Expired??

Yes

Yes

SUCC&

Yes

Response Status Processing

Transport
Error3?

Yes

Response

es

NO/Rend\?:
\/

Response Sequence
Processing

Received*?

Note 1:

Note 2. OV Y REFIFLARVANBIELERZEELE L TENAOIERLEBA, LAKRVAEBELTICHRA FMIBALTIMLET, 24 LT7Y MEQHEMRIL THS54T72F a%

Note 3. LRARVRDZEPICIRENMEHEINDEEETIS—AERENET,

Command From
Host to Client

Response From
Client to Host

Client

Command Reception

Command Error
Checks

Valid for
Execution

Execute Command and
Generate Response

Ready for Next

Command? No

Send Response to
Host

Client must complete
these stepsin less
time than the Client
Command Time-out
Parameter values
reported to the host.

COEIE. MDFU 7 O0—#IHOEA#ZRTEEZBMET HRR FUETILT ) XLOBBETY , 7ITYXLOFHEME TR M&DaI7Y FER/ILARY X 0E

EERLTCESL,

VREBALT IR NTA—E

ESELTCES,

Note 4: HIENBHE INIBELL ZESNLARVRARERICRESN-LARVRAERBENET,




3.6

3.7

3.7.1

3.7.2

EHDEELS

BEHEZERICRTIEREOIZ, RAMEIISATUMNMIEHRIOLAD 5 DDRT—UFELLETE
HEBENHYET, COEDHIZ. KRR MI—EDNDATY FILARIVR R7EFWVNET, EHEZEEIC
SETIEDICIE. UTOEEEBRE-ILELAHYET,

1. BHPICEAIY ROBIET EBHLISAT U MEGESNEE

2. EHPICEATVFNELWEB T SA4T7 Y MI&Ek>TERITESNBE

3. ETENav Y RFIZHTE3ELARVANEIET 2EL KRR hALEShEE

BHFPICETHDAI VY FELRRUVANHETI2ELLEGEEINLZONEBERETTLA., ThoDHENHELE
LTH MDFU TS5—EE7ITYXLIZE>TaATY RILARCZAOENSEIETENIE. BEFHFAL
BT BEEFBYFEEA,

MDFU 7B +a)LFav Y FILARVADHEEEFERHE L., AR THNEEHNICRET 2-0DLKET
WIYXLEZEEZLET, MDFU R bajLiE, BIELFO U RILRAKRUVREBEET H-HDFIE
E. ATV RAELWVEFRT 1 BERLTERTSNSIBEHEICTI-HD T4 ILANEEZERELET, 27
VERILRARUVADKEZHBRE L TEIET 5701 MDFU MRS DA DN TIE, AERNDLTOE
BESEBLTLEIL,

¢ IS—DRFEENE

¢« V=T URES

¢ ARV F/ILRARVRADEEHEFI VY
= by 2]
IS>—DNHELNE

MDFU 78 FaJVET S —4¢EEAELA IS —ERERARELIS—ICHELET, EEFAELZIS—H

B ENHE, MDFU 70 bV OEEREN MU HEShFES, BERFARLEIS—ARESNh5E,

D7 AIIEERIEEEN F ) A EhFES, CHICKYERFEEICET L, 2—FI2T/3y JERA R
SNFEI,

MDFU I 5 —#xHi/EI{E#RED RS

I5—RUE/EE#ER. BEHTOLADOEEELBFEEDOBRIEEEMELEFT. LAL. ThoDHED
PDRIZIBAENHY ., BESNIETDIATOIS—ZRELTEETESLITTREHY FEFEA, 21—
HiE, TO FILATRBENDBENT TV r—2 a3 VICHLTHAITHEIMNE A EFHET 2 LEN
HYET,

[E{ERTRELG TS5 —

MDFU 7B bajLiF, T5—2BHLTIS—ALEET H-ODHEEEZERLET . BEMELIS—
AEHAICRELFGE. BULG—EDOEEEZES>TIDIS—ZBETEFEFT, T7—AMBESIh-&
[CEHZBHRALTERICETTEET .

UTOIS—(XEEARELEISI—ERGEENET,

1. RRMDNSYSAT Y bADEERITHIELIZOT VR
2. U547 MHBRA bADERERICHIE L LAKY R
3. MEMEENALOBIBICKYELIZE/ELfzaTY VR
4. PEMHBEENRLOBBIZEYELRICERLEZLAKRIR

ATV RELRRURIIYBNREZN L TEEESND=H, /A XZXBEY FRESNARERERTIND
0)15_75§%$ L/gsj-o
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1. Command corrupted or

MDFU Host lost between host and client MDFU Client

I
I
1
¥
|
1 Command !

] Response | ——

4
1
1

M. !
2. Response corrupted or
lost between host and client

A 4

3.7.21 I5—NEH
ZrSUORR—FBEEDHEB®D 1 20&, ATV FELRARUVANRBENRZNLTEESNKIZFN
LNBE LTV ELNESHAEZHET BEHNDIATY RILARURBEMF v MEE+R I B3ETT,

ARV RELRARVADERLGEREE, AaX U F A LTV EFEOTREENET, 24 L7 MEIZ
BRAT—VHIZVZFATUMOEBGEESN, J0—HE7ILT ) XLO—EE L THARAFENET,

3.7.22 FRR FOEEZILIT) X L
BN SEET 5-0ICRR MEUTETSHREAHY FT .
1. 92472 DB RINEBFICOTY FEREETD
2. ARVEKR BALTY MIBHRICLRARUOREZZELEN > HEICOAT U FEREREET S
3. LRARVADHEZRE LYY FEHEETHEHICLY COBENSEIET S

BI9ITRTEY . KRR FEETZILITY XALIFFEEICLVTILTT,

RR NI, RESNEZ2TOIS—%8RTHERITA—HICTENT 5-0ODHEFRET IHLELNH Y
F9, BENAOMEEZI—FICHEIZRI 2O, "X MNEIEHFHLEZHERT 5-OORKBRTEE
(MaxRetries) & SR ERIAEIL /NS A —2 L LTIREBETIVHENHY ET,

39. KRR OIS —EET7ILTY X L

~
1
=' Recoverable Error Hesend Command to :
i Handling Algorithm Client :
| (Resend Command) :
1
i Increment RetryCount i
1
E . Time-out Waiting
I 1 for Response
E Terminate Update: RetryCount > :
| Rep0~rt Number of MaxRetries? ! -
; Retries Exceeded ] Transport Error Detected in
] : Response During Reception
ettt (Response Corruption Detected)

Resend Request from Response
Sequence Processing
(Client Requested Command Be Resent)
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3723 9547 bOEIE7ZILITY XL

BEALEET H=HIV AT MIUTETILENHYFT,

1.

2. AR VEAELWERFT 1 EEITET

ERETD

3.
EHEEIET S

BE: V547U ME a7 RO

ATV FOBBEERELERICZEOAT Y FEBERFETHL IR MIERT S

SNBIBEHEEICTHEOICRES YT VRBEE T4 LA NE

RA SN LARVADEENSEELTWVWAEIZ, AV RFEERTTIELL(EHRRAMLURAKRIR

RITRIZSKR FAZFDOIT U FIZHTBHLR

RUORADBEEZLIZOERTIDEFILNWEERFTEIET, FOLAKRVR

EREFETILENHYEY,

ESRLTILEZSL,

EFTEADAIY FIZHTHLARIREYISAT
UERDNEETERRAITIZDONTIE,

(D34 T7 b =V ABSNE)

RR—UDE 31012, 953472 MIKDEHRD 3 DD S —EEEBEETLET,
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Command
From
Host

aiH208IW \SY

Response
To
Host

B310. V547> rOEETZILTY X LA

Client Error Recovery Algorithm?

Transport Layer

Command Reception

Transport
Error Detected?

Pass Command

to Firmware

(" Firmware Update Protocol Layer

(" Client Sequence Number R
Processing/Filtering?

Accept Command
for Execution

Process/Filter

Update
Protocol Layer

< .Command Sequence
i Repeat of
Field
Last Executed

Invalid Command
Command
Sequence
\_ Number y
A4

A 4

Execute Command
and Generate Response

Transport Error Signal

Send Response to Host

\4

Sequence Number be Resent

Status = COMMAND_NOT_EXECUTED
RESEND Request Bit = True

Request the Command with the Next Expected

Ephemeral Resend Request Response®:

Resend Response?:
Resend the response
from the executed
C_SEQUENCE Command

R_SEQUENCE = Next Expected Sequence Number?
Data: (Optional) CommandNotExecutedCause

'

F 3

Pass Response to
Transport Layer

Execute Command

Response to Executed
Command*:

i

Note 1. COEICIE, V54TV Mk BIF—MODEEICEKTEZITATU b PLITVILEFERBELTVET, V5347V MI&BaTY FRESLULRARURE

B7ILTYRLDSKICET BHBIX 95470 Mo&bavy FLEB/LRARURER] ICRB&HLTOES,

Note 2. E¥#MIL UV SA TV MI&kBI—7 U RBEBFUNE| #8BL TS,
Note 3: ¥ SA 7> FEETEAAT U FIZRTHLRARVADABEELET 4. V5472 I 1ERY OFEFEEERL XK X (Ephemeral Resend Request Response)® %
RLTEZEELERA,
Note 4! VS A 7 b, ETFEHATUFIZHTEILRARCROBFRAEN KRR bS5 HEPERSNDIBEBVEHERHITITIET. TOLRARVRZRETILENHYET,
Note 5. 7 5S4 7> hIZ 1 ERY DEXEER L XK X (Ephemeral Resend Request Response)& ik L THZEELEFRA, V5147V ME. FRODLARIRERR bt
ELERELICKRETEET,
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3.7.24 EEOHMIO—EF

LUTFIZIE, RRAMEISAT MDY AN FILT)XLNTROEEAREIS—NoEDL SITEIET

5O R FHEMGE— 7 O ARZERHELTLET,

o O FOHIE
o LRARUADWIE

o ATV FOBEIZHE < LARY ADKE
o LRARUVZROBHEIZH S T FORE

¢ ATV FNDEL
¢ LRARUVADIEL

3.7.241 a7 Y FOBEN 5 DETE

D347 MEOAT Y FOBIEZERE L1-BFIC. XT—4% X COMMAND_NOT_EXECUTED %#’r9 L X
RUREZEL, LAKRVR O—45 U RXBEDRESEND Ey & 7H—FLEYT, RESEND Ew A7

B—FENTVRIEZRELERRA NI, 953470 ARV FEBREELET,

MDFU Host

Command corrupted
between host and client
]

1
A

MDFU Client

LastSeqNum = 4
NextSeqNum =5

{ Corrupted Command: C_SEQUENCE = 5 }

Command
Corruption
Detected?

Don’t Execute
Corrupted Command

Request NextSeqNum

Resend Bit
Asserted?

Yes

Response Status Data
Sequence Code | (Optional)

—
Obx01000101 | 004 | w0l
44 [ &
RESEND BitSet  : ! TRANSPORT_INTEGRITY_CHECK_ERROR

R_SEQUENCE=5 COMMAND_NOT_EXECUTED

Command Be Resent

{  Command: C_SEQUENCE=5 |
Host Resends Command

3.7.242 LAR U RADHEEN S DEE
RRARME, LRARUDRAOWEZHRE L-BICEIOaIYY FZEEELET,

BEESNAT VDY VRBBE I SIAT U MAERICEFTLEZAT UV FDOO—T U RBEFER

Command
Corruption

Detected? Update

LastSeqNum =5
NextSegNum =6

No
Execute Command

CTHEEH. V547V MEIZEDARY FEBERTETICHET A LAR VA EZEMICHERELET,

@ MICROCHIP

42



MDFU Host

MDFU Client

LastSeqNum = 4
NextSegNum =5

Check Command For
Errors, Executes the
Command, and

Generates a Response

] Command: C_SEQUENCE=5 _ } > ¥
<+  Corrupted : R_SEQUENCE = 5 |—— *
+

Response
Corruption
Detected?

Host has successfully e

—

I
Response corrupted
between client and host

Command: C_SEQUENCE =5
Host Resends Command

—s

[

Client sees a repeat of
C_SEQUENCE =550t
does not execute it again

'

The client simply resends
the prior response that it
generated after
executing the Seq Num 5
Command.

retrieved a corrupted
response.

{ Response: R_SEQUENCE = 5 }

PE—

3.7.243 a7 Y FOWBIZHE L LAR U XDOWIEN 5 O MEE

AT RMBEEL, 20TV RICHTHILARVRLBIELZGEE. RAMIAT U FEFEEELFET,
BEESNFARVREISATUMRRITLTHIET A LARVRERRA AREETHEICEY. CO

KREMNSEIETEET,
MDFU Host

] C O rrupted Command: C_SEQUENCE = 5}

MDFU Client

LastSeqNum = 4
NextSeqNum =5

t

[
Command corrupted
between host and client

Response corrupted

between client and host
1

¥

Corrupted Response:

Response
Corruption
Detected?

Command: C_SEQUENCE = 5 [——"
Host Resends Command
Host has successfully
recovered from a
S — Response: R_SEQUENCE = 5 | ——
corrupted command

and corrupted response.

—]

Command
Corruption
Detected?

Don't Execute
Corrupted Command
Request Resend of
NextSegNum

RESEND = 1 R_SEQUENCE=5

Command
Corruption

Update
Detected?

LastSeqNum = 5
NextSeqNum = 6

Execute Command
and Generate
Response
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3.7.244 LARVADWHEIZHE< AT FOBEENS DMEE

TOREIE, LRAKRZAMNHE L -RICRR FOEEE

LE-av o FLBHELBRICRR MAED L S I

BETLHI2ONERLTVWET, V5347 MIFEESA-OT Y FOKIEZHRE L. NextSegNum #
DAYV FOBEEERERA MAEELET, RRXMIEFDIT Y FIZHTELARVREZFELEE
IZZELTWWEW=O, ABLaTUrFEE5 1 EEEELET. V5347 I, SOav Y FHBRIZE
TEATHIEZHAY., ZOAV Y REBETETIIHETETELARREBEELEFT.,. ULEDT
OEXIZ&KY., COKRRMNSEIETEET,

MDFU Client P
NextSegNum =5

MDFU Host
e Command: C_SEQUENCE=5 |
Response corrupted
between client and host
+
. = ], orrupted Response: R_SEQUENCE = 5:

Response
Corruption
Detected?

Yes

v

Update

Check Command For Errors,
Executes the Command,

and Generates a Response

LastSeqNum = 5
NextSeqNum = 6

Host Resends Command

Note: Since the client successfully
executed C_SEQUENCE = 5, the client is
asking for the C_SEQUENCE = 6 command.
However, the host still has not

> : orrupted Command: C_SEQUENCE = 5

+

1
Command corrupted
between host and client

Command
Corruption
Detected?

successfully received the response to the g D“?"::E“m -
C_SEQUENCE = 5 command, so it resends ;:::E:‘ R:s’:r:::l
the C_SEQUENCE =5 command again. NextSeqNum
~,
~, P T o = 1 - |
u * 1 RESEND = 1 R_SEQUENCE = & I
Resend Bit
Asserted? Host Resends Command
Yes £ { " Command: C_SEQUENCE = 5 I ¥
not execute it again.
Host has successfully | gl ™ Recponse: R_SEQUENCE = 5 |_‘_|

recovered.

3.7.245 a7 2 FOB/EMN 5 DMEIE

HEDRBIEAN VI —T A ALTELLAREMEDH LT

Client sees a repeat of C_SEQUENCE = 5 so it does

Client simply resends the prior response that it
generated after executing the Seq Num 5 command.

e
2 AE
5

EDOY Y FIFEICKY., V547> kva

IV FRERLRICRETETHNMGEELAHYET, CAOoDKRTIXaTY FIZE/EL, 75147 MMEEEL
LEaATY FIZHLTLARVREERTEEH A,

RAKME, 95AT MDD LUARVADFEPIZAA LT CARELF-BHAT, O FAELL
FFEERELET.,. COBAT, RAMIAT U REISA T MBEETHIEIZKYEIETEET,
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MDFU Host

=

No Response Received
and Command Times

=

] Command: C_SEQUENCE =5 l—»x
v

f’,
;

Command lost and never is
received by the client.

Host has successfully

1 Command: C_SEQUENCE=5

recovered fromalost [~

command.

3.7.2.46 LATRUZADEE N 5 DEE

MDFU Client

LastSeqNum =4
NextSegNum =5

Update

LastSeqNum =5
NextSegNum =6

Host Resends Command
Check Command For
Errors, Executes the
Command, and
e
{ Response: R_SEQUENCE = 5 f—

RAKME VAT DD LARVADFERICE A LT MHFEELEZFRT, LARVAAEE

LEFZBHELET, CORRT, RAMIAI U FEISAT U MABREBEITIFICLYRETEFT,

MDFU Host

—

Command: C_SEQUENCE= 5 |

M.

MDFU Client

LastSeqNum = 4
NextSeqNum =5

v

v

Check Command For
Errors, Executes the
Command, and

Update

LastSeqgNum =5
NextSeqNum = 6

Generates a Response

)(*ﬁ&mﬁﬂ&ﬂk—
P

-

-
No Response Received

and Command Times

Out

-
Response lost and never is
received by the host

[
{ C

d: C_SEQUENCE =5
Host Resends Command

| —

¥

Client sees a repeat of

C_SEQUENCE=5soit

filters it and does not
execute it again.

The client simply resends
the prior response that it
generated after
executing the Seq Num 5

Command,

P—

Host has successfully
recovered from a lost
response.

—

Response: R_SEQUENCE = 5

—_—

3.7.3 [EIERFELZIS—

77—LDz7OEHDIZ, BHNLEEHETEIRETELEVWEBOIS—ARET HAREELAH Y F
9, MDFUZO baLE, CAODIS—%EAIERARELGEIS—E LTHELET,
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EEREARELGIS—A o BBMICEET SFETERN D, V5472 FARERAREL IS —2&T
L-Bs R CEIEICE#HZFLL., TOEHRZEY T4 72 A SBET HHEEN MDFU 0 FaJLIT& -
TR#EShFET,

EEARAREHE TS —IX MDFU 9547V b2k oTHRESh, BBD 7 74 )LErE b #EEEF > THh
ARARESINET, V547V CHIBRET BREFRTEIS—CIIHFLABEE2 A4 THFEELET, EER
ARET S — eI, BDEICHELCLTOISA T U MIEETESA T3>0 MDFU 70 O )LHRET
To V34T MIEREMELGRERAREI S —REEEIEEBEEL. V5147 FORREIIBHEIC
IELTENLDMEEFXBIRL TEMTEET ., REBETEMTHEISA TV N REDA T FREE
EMLETHA, UTORELELINET,

1. ST a—hrETNYTDXIE

- DF7ANEEFRETOLRICEIYITATY FMEIEHEABRORREZRETE DO, TNV T %
XETEET,
2. KA DEHI
- EERARIS—PRESNERICELICEHREZRILT 50, BEDOREEHCENTEET,
COWEBEZRELAGWVMES, JOFINB T 7 IVEEDOREE TRHELRICITCHTEHN
KBLEFZHMYFET, ChickY, RESA VOEHREICE TOIREOREZHCELNTE
F9,

3.7.31 fl1: EULEHFIFAIL

BHITOERAIT, KRS FAT U MABEHI7AUDNEEEINET, BEHI7MILADT—4 %
FoTHOFAT7 U MEERICEHTAICE, VATV MIE>THEMBT TV r—2a v 0347y
MIEDTHEREIA—I Y FTI7A LIRS TV EIRELHY FT,

MDFU 7B raLik, BHI7AILNDT—E2 0 54T bAERICEET IEICOAEFEHLBET,
BHI7Z7AILOABRICHELNH D =-DIZEHFALKL-HEE. MDFU 70O ba/LE=IE MDFU 7RX k&
INODERBEEITETAELHENSRET I IELTEEF A, CNIIEEFRATEIS—D—HITT,

MDFU Host Command e 1] IMDFU Client
Client Update File || | Command JCommand | o Client Update File »

Sequence Code

Ob:y0Obbbbb| 0x03 | OxA4 | OxC2 | OxA7 | 0x85
0x12, 0x19, 0x57, 0x87 [) )
P o WriteChunk I Cllent
1 OxAd, 0xC2, 0xA7, Ox85 L -! Update File
b oot e Response Data Valid?
eee L

Response Sequence ISta[us Codel Data

0x39, 0x1B, OxE3 . — 0b:000bbbbb__|__0x05__ | 0x01 No
7y ry

T ABORT_FILE_TRANSFER

A INVALID_FILE

I t
When problems exist in the Client Clients can terminate the update assoonas  Clients can report an
Update File, the MDFU protocol has no they detect an unrecoverable error using INVALID_FILE as the cause
way to successfully update the client. the ABORT_FILE_TRANSFER response. of the update termination.

Therefore, Client Update File issues are
one type of unrecoverable error.

DI3AT 2 MIFE, BHI7ALDEEOBEZF IV I T AMBETRERLTRETEEY, V53147
MIFEHI7AIVADT -2 DRIEERE LERIZ, ELICT7 7/ VEBREEHRILELTEDEHEZRETS S
ENTEET,

FHI7AILADT—RICEET AMEEIRERFELET, HRE, BEHFI7FAILNEDLAEYT L
APENET TV r—2 a3 vBBEEATLWDREELNHYET., V5347 COBRERIREL T 7 1 JLRRE
D—EIX 774 )EERIEDRERR] (CRELTLVET,

3732 W 2: 9S5A4T7 DTS5 yrarEY DIERE
IJ7—LYIFOEHFRIISAT U TAEY S EOTERMEA T (NVM)DEEEEEAHDREL
9, BEOEHIZCKY., 9547 DTSy arATYNRLITHEESINGL, =Y., IELLMENSE

BICEERAFNGN YT BEENHYET ., V347 2 MK, BEEESAABEOHERNEFSL
BIEE—HTIMNEINERELT SHWEEEA T a v ELTERTEET,
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3.7.33

3.7.34

3.8

DSAT7 MR ISV ADBEEESAACRBLIE-ZZRBE LSS, LTOERAICKY., BEFHIO0+

AEHIETHEEHRELET,

1. A—H(EF, fAELH5 SNTICHAEISDEENRAONDEIYE, V9534 TF2F 7259 20OMES
PEIARETT,

2. HEEZAABEOBERTICAEBMAERITILI—TNERINEE. 95470k 75y ialzstL
TEHEDHEEEEAANETEIN, I—FDRRACBLLAEYDEFEGHNREINSATEEENHY
9,

NSDEBIZEY., MDFU 7O FaLIETSvoa AT ORREICT 2BEMNEEEMEEE —UEX

THHT. TNOOMBEEERATRELIS—ERBLET,

[ pirn s e e s = 1

1
! g
; MDFU Host T T T 11 | MDFU Client

4 " 1

[ d [C d
Client Update File ! sl OMMaNa (- ta from Client Update File, L

H Sequence Code *
! 0b:y00bbbbb]| 0x03 | 0xA4 [ oxC2 | 0xA7 | 0x85
I A

0x12, 0x18, 0x57, Ox87
_________________ 1

Client Update File Data

I's s ; 3
: OxA4, OXC2, OxA7, 0x85 =1 WriteChunk Triggers Erase Operation
o0® ’
0x39, 0x18, OxE3 L Did Flash Erase
Response Successfully?
Response Seguence |Sta!us Cudel Data
- No
<

o 0b:000bbbbb [ 0x05 | Ox04
[y 7y

ABORT_FILE_TRANSFER H
ERASE_ERROR

| f

Clients can terminate the update Clients can report an Client detects that Flash memory did
as soon as they detect an ERASE_ERROR as not erase properly which is an
unrecoverable error using the the cause of the example of an error that is not
ABORT_FILE_TRANSFER response.  update termination. recoverable by the MDFU protocol.

=i

BEFAEISI—ZBRHEHTIDEI 472 FOERETY,

DIATUME TR 7TV r—2 3 0 OBEFISH L TRELGROEERATREL S —RHEREZEIRT
TFET, ChITEY, VFAT7VFORAREER. 75347 bDA—RYARXENFT TV a—MTNRY
TORGSOBTRBALNT VAEBIRTEET,

e J)=~N1d
BEHRIOLRGOEOHEAETHLO TH, V53472 MIEEFRATREIS—2BRBE LE=RIZ, av Y FIox
L T ABORT FILE_TRANSFER R T—42 X =L 1= LARUVARZEZZEL, BFHZDhIEL-EBEH%E
FileAbortCause & L THRETEE T,

=T IRES
MDFU 7B kL, OV FILRKRVR R7EFLOTHRAMNEISAT U LOBTIESET—4 %8
ELET, O URBEF. KRR EISATUMNENIHIET AT RELARRZOAT Y K/
LARUR R7ELTHBEIZENT 2-0DFEZRELET., O—7 VR 74— FIXENOHEIE
WERBELET,
D= URBEIZEY., UTHAEEE B Y ET,
1. RAKME, 95472 DD LARVAERR FOSEEFADEFEEITY FEELLEEMITS
ENTEET,
2. D547k 2TOaAT U RFFEELWVERT B ITHERIZETTEET.
9547 ME BELEBEEDITY FEBEIETSHEL SRR MIERTEET,

RAME, BELELARIRZIT U FORTERYBIELGSBREETSLIVI4 TV ME
RTEFEY,

@ MICROCHIP

47



BRD THRRAMZI&KBATVEF O—HF U RBEDER] L TU9SAT U MI&kBDO— Vo RABSONE]

ESRLTLEE,

381 AR Y—H52UR 74—ILFDEE

AR =R T4—ILE:

Bit 7 6

5

2

SYNC Reserved: 0| Reserved: 0

C_SEQUENCE[4:0]

Bit 7-SYNC

RRA RIEISYNCEY b% 1] IZRETDET, V94T MDO—4 TV RBEERAMDO—F Y
AEBSICRAPSEET, RRA NI, BEHFIOLRAORKYNIAT FTSYNC = 1IZHREL. BHENE

TMHATY FTSYNC=0IEET HIRENHYFET .

0x0 LETETICERID LRARCREZEEETAENHIELES, =, C_SEQUENCEA
EMTHNIE. COaATUREEH/LES,
0xA 9S5A4TF7 2 RE. BEDL—47 2V REESHC_SEQUENCEE Y 7 4 —JL FRDESIC
BfiEEET, 95472 ME. COaAT Y ROEFTEZHFIFET,
Bit 6 = PHFEH

FEAICFHEHTT, RRAMIZIDEY FEOXOITEHET HIVENHYFET,

Bit 5 = T#IEH

FEAIZPFHEATT . RRAMITDE Y ~%O0x0I

Bits 4:0 - C_SEQUENCE

C_SEQUENCEEY 74 —JLRIFaAT Y FDI—H U RBBEEMLET,

@ MICROCHIP
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382 LARARIRAO—H5IR T4—ILFDEE

LARVR O—H5 2R 74—V K:

Bit 7 6 5 4 3 2 1 0
Reserved: 0| RESEND | Reserved: 0 R_SEQUENCE[4:0]
Bit 7 = F#IFH

HRAIZFHEATT . V747V FEIDEY FEXOIZRET HIRENHYET,

Bit 6- RESEND
DSAT7URMEIZDEY FEFELT, HENAT U FEBREET 5L 5KR MERT SHh. L
ARVR —4 U ZAFESR_SEQUENCE[4:0]I2% L L\C_SEQUENCE[4:0]%#2a <Y FIZHT
HLARURERBLET,

95472 ME. ZOLRAELRDOR_SEQUENCE[4:0]1=% L L\C_SEQUENCE[4:0]

g EEOaTY RICBELET.
0x1 D5A4TF7 2 RE. 2D I/7\7|'f>7\0)R_SEQUENCE[4:O]I:% L LNC_SEQUENCE[4:0]
EREDOOTUREESEETEILSIRR MIERLET,
Bit 5 = THEH

FRAICFHEHATT, 7747V MEIIDEY FEOXOIZHRET HIRENHYET,

Bits 4:0 - R_SEQUENCE
R SEQUENCEEY 74 —IL RIZFLRARUVADO—r D RABEEHBIMLET,

383 FKRARAFMZELBATUVE O—H5IRBEDRIR
R ME. LTOFIETITY FO—45 U RABEEZBIRLET,

1. BRYIOaATUK:
- U—HURBEBIT4—ILKFIE, ZELEOTURFZELWVERT 1 EEHHEEICETTES LS
(274 ILANEBT B=-HDEMAEI AT MIIRBELET,

- BHITOELRDREEIC. RRA NIV ATV MBPEFLTVWE -7V RABSEHMY EFE A,
CORRERAEST H=O. ATOLANF, VAT D=V RABESERAMDY—r Y
AESICRSES-ODHREZTRILFT,

- EHOEDHIZKRAMLISATY PARYICEEENDIT Y FIZHLTOIH KRR MEO—4
VA T4—ILEDSYNCEY h& 1] IZEREL., O—H U ABEZ0ICHRELET,

- D34TF7UME, T IZEESNT- SYNC Ev FERHELEZFIZ, 25472 MUIIOBRED Y
— T VABEERA M LDAT Y FADY— 7V RAEF(=0)ITEEHAET,

2. gfEoeTnavrk:

- BIOARUKRICE2TOISATUo D= RBERRR FERBALI-RIT, BFEDETD
AT RDU—45 2V RBEBIE 1T D409 )AL, SYNCE Y M&E 0] IZRESNZBEN
HYFET,

- V= UARABEF S EYMETHY. 5 EY A —N—T0—FBHLIEF O ~AO—ILA—/—
LET,

3831 ARV K =5 REEDH
RR—COBIZ, KR MHFARY FAICERT 22—7 Y RABSORERLET.
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1t Command Sequence Field = 0x80

Bit 7 6 5 4 3 2 1 0

SYNC Bit set for only —)l SYNC=0x1 | Reserved I Reserved I C_SEQUENCE[4:0] = 0x00

the first command.
@ Increment C_SEQUENCE

2" Command Sequence Field = 0x01

Bit 7 6 5 4 3 2 1 0

| SYNC=0x0 | Reserved I Reserved | C_SEQUENCE[4:0] = 0x01

Increment C_SEQUENCE

&

3" Command Sequence Field = 0x02

Bit 7 6 5 4 3 2 1 0

| SYNC=0x0 | Reserved I Reserved | C_SEQUENCE[4:0] = 0x02

@ Increment C_SEQUENCE
L J
®

& Increment C_SEQUENCE

32" Command Sequence Field = Ox1F

Bit 7 6 5 4 3 2 1 0

| SYNC=0x0 [ Reserved | Reserved | C_SEQUENCE[4:0] = Ox1F

@ Increment C_SEQUENCE (wrap to 0)

334 Command Sequence Field = 0x00

Bit 7 6 5 4 3 2 1 0

| SYNC=0x0 | Reserved I Reserved I C_SEQUENCE[4:0] = 0x00

38 54T VMBIV —T O REBEBEDNE
D547 I, FAT U ERAELWVERFRT 1 ERETETEINIEZERIZTIH=H0O T4 L2 0EOD
vy EEELET,
95470 MME. RRICEFT SN FOY—4 U RXRE S (LastSeqgNum) &, RO T > RIZHEFT
B —4 v AES(NextSegNum)# B L £9
D9SATFTMMNATRUE D= ORBEONIE/I T4 LR ) VT H#ERTTHHEINC. TOaAIXUFRE LI Y
AR—FBOBEEF VI ICEREATHIENVETT, O—FTVRBSONE/ T4 LB ) VT HNHE
T84 05(12D0TIE. TO9FAF7UMI&KBaT Y FB/ILRAKRORER ] #8BLTLESLY,
DS5ATF7 2 MEIUTOFzvo/IAD Y I FFE>TEEIRIVEEFTLET,
o DSATUbk U= RBESDREE:

- FEHOBBEIZ, R MEXY 54 T2 FD LastSeqNum & NextSeqNum DIEZHIY FEA., 75

47> k&, C_SEQUENCE A% NextSeqgNum &—HLAWLWIT Y REEHET 516, KX ~EE
HEEEFE > TISAT UMDV — U RABEEZRELET.

@ MICROCHIP

50



- BHITOERIZBEVWTHRRA MY SAT U CAEETEIRANDIATY FDOH SYNC Ew bAY 1)
(DA77 b=V RBEEERRA MDD RABEICRAPSED L9547 FMZEXR
TRNBRESNET,

- OS54 TF7UME DAY ROEFTEZFHITET,

o BRGSO RBEBEREDOOITY FONE:

- KRR FHBMAT Y FDO C_SEQUENCE A NextSeqNum &% LIWMES. 4547V MEZmaw
VEOERTEZTHTES,

¢ BELELRARDADREE

- LRARRUZANHELTWEE., RAMIISA TNV FEEEELET, V347
EFAZ DT Y KEBEIZEITHFEMA(C_SEQUENCE = LastSeqgNum)TH-=1BE&. 2547 kIE
ZOIARVFEFEERTETIC. 0TV FERDICETLEZHOLAR X BUMICHEE
TEILENHYET,

- BE: V547 ML, OV FOERTRIZKRR N ZEDAT U FICHTELAKRVADBEEE
LHIEPERTIDERFGOVERERTTEIET. TOLARVREZRBFTILENHYET, V5
47> k&, C_SEQUENCE MWRIZHIHFT 52—~ > X E B (NextSeqgNum) & —HF 5 LLva<
VREZELEE., FRERRA M- U RABSEEHAS EFHIZOHA, LastSegqNum a7
FIZHTBLARVREWETEET,

o EHLRL—4S URBEDREM:

- SYNCEw k = T0] ™MD —4 U REBE SN NextSeqgNum & LastSeqNum D EL S EHL—HL K
WA Y RZRRAMPEELEES. TOV—4S U ABSFENTHY. V53472 EFDD
I RFEERITLTEWVTEEA.

- DFAT7 2 MIRR CADIEEE LT, RIZEFT SV — 47 o XES(NextSegNum)ZHFD>a< >
FOBZEZERTILENHYET, COEHIZ, V54T FMETRO—BHBERXEER
(Ephemeral Resend Request) L ARV R E4EMT 2HENHY FET,

LRAKRVR =~V R

- RESEND =1

- R_SEQUENCE = NextSeqNum

LRRVR RF—4 X =COMMAND_NOT_EXECUTED

LARUVRT—=2ICF A& LAELD, REI— F& LT SEQUENCE_NUMBER_INVALID
ERMTEET

- ZO—HMBEEEERLARVRAFATY FEITOFERE LTERSNBIDTIELEL ., 9547
VRIEERIZZCOLARVREZREEFEITIVERFBYFERA(I AT U MDRZDLARVRAEE
FEETBHEITRLTEIV=H),

3841 WE7Z)ILIT)XLE
RR—CDE 31112, 953ATF 2V MI&KBU—4 2V RABENE/I D4 LE )T FILTY)XALDEEET

l/-i-a—o
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3B MITAT U MIEKBL— U RABEONE/ T4 LR )G

f’ R
Incoming
Command SYNC field Set?
Sequence Field Discard the
response from Update LastSeqNum and NextSegNum ReeetCarasrase
the executed (| LastseqNum = C_SEQUENCE — pEmu T
LastSeqNum NextSeqNum = (C_SEQUENCE + 1) % 32
command.
C_SEQUENCE ==
NextSeqNum?
Yes Resend the response
C_SEQUENCE == Don’t execute the command. > from the executed
LastSeqNum? (Command has already been executed) LastSeqNum
command.
Send a RESEND
_ Don’t execute the command. Request for
" (Invalid command sequence number) NextSegNum
command.
. S

3842 953AT7 IV MI&BU— O RAESUEDH
LITFIZERHT 25%. gD 4 DORRIZHBIFTEZATU FELRAKRVADU—45 2V RBEET 4 —IL FDE

WMERLEYS,

3.8.42.1 — U AEBERHA
312. 5S4 F U ME O— U REEEHRA MCRBASES

MDFU
Host

.

MDFU

| Command Sequence Field = 0x80

| Command | Data

[ sYNC=0x1 [Reserved: O[Reserved: 0] C_SEQUENCE[4:0] = 0x00 | Command Code | Command Data |
A

LastSeqgNum = 0x04
NextSeqNum = 0x05

Setting the SYNC bit causes the
client to accept the incoming
command and update its

LastSeqNum and NextSeqNum.

Since RESEND=0, the client is responding to the

command with C_SEQUENCE equal to R_SEQUENCE.
This is an example of a command-response pair since

C_SEQUENCE=R_SEQUENCE=0x00.

Response Sequence Field = 0x00y [ status |

Data

Yes

Discard the response from
the executed LastSeqNum command

¥

Update the LastSeqNum and NextSeqNum
LastSeqNum = C_SEQUENCE = 0x00
NextSeqNum = (C_SEQUENCE + 1) % 32 = 0x01

v

Accept Command for Execution
and Generate Response

»

|Reserved:0[ RESEND =0 [Reserved:0[R_SEQUENCE[4:0]=0x00] Status Code | Response Data |
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38422 F -4 RABEER O DO FOLE

313. 547> FlE NextSegNum O < > K2 Z{EF 5

MDFU
Host

M.

MDFU
Client

2

Field = 0x05 G d |

Data

Command Code

| Command Data |

| [SYNC=0x0 [Reserved: OReserved: 0] C_SEQUENCE[4:0] = 0x05 |
[y

Since RESEND=0, the client is responding to the
command with C_SEQUENCE equal to R_SEQUENCE.
This is an example of a command-response pair since
C_SEQUENCE=R_SEQUENCE=0x05.

Response Sequence Field = 0x05 |

Status |

Data

LastSeqNum = 0x04
NextSeqNum = 0x05

C_SEQUENCE ==
NextSeqNum?

Discard the response from
the executed LastSeqNum command

]

Update the LastSeqNum and NextSeqNum
LastSeqNum = C_SEQUENCE = 0x05
NextSegqNum = (C_SEQUENCE + 1) % 32 = 0x06

]

Accept Command for Execution
and Generate Response with
R_SEQUENCE = C_SEQUENCE = 0x05

[— [Reserved:0] RESEND =0 [Reserved:0[R_SEQUENCE[4:0]=0x05 [ Status Code | Response Data |

3.8423 WAL LAKRKYADEIE
3-14. 547> bl& LastSeqNum a7 > RIZxdd B LARV R EZERXIET S

MDFU
Host

M.

MDFU
Client

o

d Sequence Field = 0x04 I C I

Data

|

[™] [ SYNC=0x0 [Reserved: O]Reserved: 0] C_SEQUENCE[4:0] = 0x04 |

Command Code

| Command Data |

Since RESEND=0, the client is responding to the command
with C_SEQUENCE equal to R_SEQUENCE.

Since the sequence 0x04 command was already executed,
it will NOT be executed again. The response from the
sequence 0x04 command is simply sent again to the host.

Response Sequence Field = 0x04 |

Status |

Data

jilll

LastSegNum = 0x04
NextSegNum = 0x05

C_SEQUENCE ==
LastSeqNum?

Don’t execute the command.
(Command has already been executed)

]

Resend the response from the executed
LastSeqNum command.

-— |Reserved:0] RESEND =0 | Reserved:0[R_SEQUENCE[4:0]=0x04| Status Code | Response Data |
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38424 WMB - U RABELEHEFER
315. 2 547> FlE NextSeqgNum A< > RZBEET DL S5HKAMIERT S

MDFU
Host MDFU
Client
LastSeqNum = 0x04
NextSeqNum = 0x05
[ Command Sequence Field = 0x07 [ Command | Data |
™1 [ 5YNC=0x0 [Reserved: O|Reserved: 0] C_SEQUENCE[4:0] = 0x07 | Command Code | Command Data | >
C_SEQUENCE ==
NextSeqNum?
C_SEQUENCE ==
LastSeqNum?

The C_SEQUENCE number the client

received was not a valid sequence Don’t execute the command

number. The client is requesting that (Invalid sequence number)

the host resend the next expected

command (command with sequence *

number of 0x05). Send a RESEND Request

i for NextSeqNum
= command.
| Response Sequence Field =0x45 [ Status ] Data (Optional) ] < |
- |Reserved:0] RESEND =1 [Reserved:0] R_SEQUENCE[4:0]=0x05 | 0x04 | 0x03 |
A A A
RESEND COMMAND_NOT_EXECUTED i

SEQUENCE_NUMBER_INVALID
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4.

4.1

4.1.1

4.1.2

FSURKR— LB

MDFU 70 kajLlE 2 DOEEBIZHE|IESNFS( TMDFU 7O Fa)LDREE] $B), 77—LIz7EH
JOraLEE, ETOYENEESA VA —J I/ ATHBET SO0 raLOFEREZEELET., 5
AR— FEIE., HEOYEMBENARICEAEN 7O FaILOHBEEELET,

LTFIC, EEEENAATO S VAR—FEBEREZRZHLFET. oD S VRAR—FEERIGK. &
BEENRENLTATY RELRRUVREERETIAEERELET,

kS LR K— FEORE

BZRENRATO S VRAR— FEERDOFMEZUTICEHLET,

RRA MDD SATU AN Y FERE
1. ATV RIEI77—LAY9z7EHFIOLIILEBIZE>TER SN, FSURR—FEAESKET,
2. ATV RITEENRENLTHRR MDISA T hAEESAET,

3. DSAF7 VMDA RELEAYURIE, 953472 MDD RS VRAR—FBIZCE > TESUN BRI ST
®IC, Z27—LozF7EHRIOLILBAESINET,

MDFU Host

MDFU Client

Firmware Update Protocol Layer

Firmware Update Protocol Layer 3. The Transport Layer

1. The Transport Layer receives and verifies
the integrity of

Command @I takes in commands
Generation from the host commands and passes
them to the client «_

-
~” Firmware Update

Firmware Update

Protocol Layer

Protocol Layer

Command
Processing

[Command]
h“u?

L
~u

Communications Bus

A
i
1

1
2. The Transport Layer defines how
these commands are sent over a
communications bus to the client.

DS5AF7 MDD UVRARY ADEE
1. 95347207 7—LDz7EHITOLILBELRARCREFERL, TNbE RS VRAKR—NE
~ELET,

2. LARVRBBENRENLTISIA T DB HRAMAEESNET,

3. RAMPZELELARURIE, RA D FSUARAR— FBIZL > TEEUARIESNT-RIC, KRR
FDT7—LOz7EFTAORIILBAESNET,
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MDFU Host

MDFU Client

Firmwara Update Protocol Layar 3. The Transport Layer 1. The Transport Firmware Update Protacol Layer
receives and verifies Layer takes in
Response the integrity of responses from

Processing responses and passes the client

Response
Reséonse
Generation
them to the host Firmware Update
Firmware Update Protocol Layer “=s._
Protocol Layer vid

-
-
ot

~~

Communications Bus

A
]
i
i

2. The Transport Layer defines how
these responses are sent over a
communications bus to the host.

413 AXYFILARUVADEESHEFI VY
« MDFU 7O FaLTIE, AR F/ILARCADBE®B: /A XZ&KBDEY FRES) T S VRER—F
BlZk-THRHESINFET,

o BEIMRHEINFEEE, IS5—EE#EZFE - TINMODIST—ILRETEDLLS. 77—4ADx
FEHIORQLBIZZS—PNERMEINET,

414 HRAbF FSURR—FBOULRAROABMBREALT I
RAME, BALT Y P EFESTAT U RELFLARCADEENISEELET, ¥4 LTI MEKRX
FDID7—L 9T 7EHRBERIIFSVRKR—IFBOEL OMNIZERETEETI(RIRTHEE), FMIE T71RR
MZ&BaT U REFB/ILRARORNE] 2B LTS,

4.2 UART a2V FILARIAR FSOREKR—KE

MDFU UART F35 Y RAR— rEI&L, UART AL PR MY —L A VB3 —D A RENLTIATY RELRR
VAEEREICERET HIEEEAVET,

UART N PR MY —L A VB —T A REZHNLTATU RFEREETEIES. 9547 AT K E
ZETIERICUTAEREINET, CALIFHRRA RN LARVREZETIRICLRAKICERSNET,

¢ N FRAMJ—LRATARY FORYIDNA FOREZBRHETESE
¢« NA FPRAM)—LARATIAYYFORED/NN FOUEZBRHETESE
o ERERCOTURABEBEL-EERHETESE

MDFU Host MDFU Client
H 1. Command Generated by 3 ;
: Firmware Update Protocol Layer I
i ! 3 0:01 Pl=p 001
1 4 L Il | e
1 | . LS i
' l i 2. Bytes Sent over UART “s How does the client
: I Byte Stream Interface know that this is the first
H 1
I [ e | » byte of a command?
Y N— » { oo | o g Y
4 "‘\
' ~ How does the client
1 know that this is the last

How does the client detect if byte of a command?
the command was corrupted
during transmission?

LT TIlE. MDFU UART FrS U RFR—REIZBWTaTY FILRARVADMEBARTOREEaT Y R/IL
AR ADHEDOBREEAEEIZT A UART AT Y FILRAR R TD L—3 U5 eI DWWV TEHBALE T,
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41. MDFUUART 2T > K JL—3 27 0OfH

MDFU Host MDFU Client
L g i N
Command Received and Verified Command Processed
" Comman d Generated by} | Command Framed by MDFU by MDFU UART Transport Layer by Firmware Update
Firmware Update Protocol | UART Transport Layer Client Detacts Protocol Layer
Layer : s 0156 B $| 056 | === Start of Frame
i s 0401 e P o1 -] Command . Command
' > oo - e P Coor [ o |
i = — 4 __:l d Checksum Used to
! > | ) » E «- Verify Command
. ! gy | - .
: OxFD = | 0D Integrity
i [ > [ > $[ o | «-- Client Detects
] End of Frame
[ owmms ] i1 [Toss [oor [ o [ore [ o [ oo
-
001 | 02 T sor | commang [ uanT checksum | EoF
! UART Command Frame

421 UARTaY27445L—>3Y

MDFU UART FS VU RAKR—FEBIX, UTORBYNY T4 T4—ILEZEHTIZ 8 EY FT—REREDR
BN PR R —LENLTHET HLSICHRGFSATLET,

UARO VI 45 L—> 3 vDRMNEH:
o WAM

. ©°EH

o FEREA

¢ T—AL—: FE

o T—AEBEY L

o NYTa:73L

e AhyTEY M 1LUE

422 FHRAFMZI&BLARCAOENE

BS5AT7 U MIZELEIT UV REEFLTLARVRZERLET ., UART OV TJ7445L—avlddE
BHI/MAERIEZE) I THBI=H, V54TV MEILARVADERBINES LELIZCLARVRAER
AFNRETEET,

DSAT ARV REZEELERRAMEI. 95347 ML LRKRURAINRIE SN D D % Bl 215
L/i-g_o

RRAKME, BALT D rZFE-STATY FERIZLRARUCRADEBEENSEIELET, 34 LTI MEKRR
FDOD7—L DT T7BEHEBEEFRIEI NS VRKR—EFBOELOMNICRETEEI(ERIRTTHEE), MK T7RR
FMZEkBaY U REFB/ILRARORLE ] #8BLTLEELY,

423 UARTaZY RILRRVYADIL—IVY
LUTTIX,. FEENBEZEMT S MDFUUART JL—I U #MEE2FEHELET .
1. UART /A FR R —LRNTAIY RELFILRAKRCZDORRBEE#HRT S
2. UART/AA FR MY —LRTIAIY FFEREFLRARCADETEZHNT S
3. AR FELARRVADHEZRET 5-ODOHBEEFRMET S

4.23.1 UART <Y FILRAKRVR ZL—LOAR

MDFU UART a<T Y RILARUR TL—LlE, a9V RERIAMDLISA T MAEEL, LAKRY
RED AT MMOBRR ANERET S5=0I12FHNET, MDFU UART a3V F/ILRAKRVR TL—A
[TEIZ1 DOREGATVRFERLIT 1 DORELGLARVAZ I L—LEERIZBALET, a7 FEE
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[ZLARVANDEI SN THESD MDFU UART a7 KILARUVR JL—LALICKMIENBEITRLTH
UEHA, 1 D20 MDFU UART <Y F/ILRARUR JL—LRIZEHDITY FELIFEHDOL AR
ADEMEINZELRLTHY TEA,

MDFU Host MDFU Client

MDFU UART Commian d Frame

; MDFU UART Response Frame
— Single Response

4232 ATV FRILARUR JU—LDWEERHT 3-OD UART Fz v I H L
MDFU UART 5 U RAAR— FEIE. UARTHEERRNIZHBD IS —#@H#kEE4EH -4V UARTO> D v
TJL—2aVvEBELTRIASNTOVES ., CO& MDFU UART +5 U RAKR—LEIX, a7 F/LR
RUZRDHIBERETAIEL T A0IZ. ATV RILARVRAOKEIZ16EY k FrusdLEMmMLE

EI
MDFU Host MDFU Client
Algorithm
MDFU UART Comman d Frame
| sroecommns | 0| g

L MDFU UART Response Frame

h Single Response UART
Bl fesp Checksum

4233 JL—LDRKBEIL—LDERT
MDFU UART k35 > RHR— FEIL. UART 3T RILARUR 7 L—LOMIEE RS 1=HIZa— K 0x56
EFHFAHTT, UART /A PR M) —LKAT 0x56 NiEH EN-IBE. FREEBIZIL—LOREEE
BkLET, O3— K O0x56 /31 FR MY —LRD T L—LBBUSNDOEBICHEELTIEWITEEA,

MDFU UART b5 U RAR—FEX, UART IV R/ILRAKRUR TL—LOET ZRT=HICT— K O0x9E
EFHEHTT . UART /N1 bR M J—LKNT OxE NRESINIGEES, TREECTL—LOKTEE
BRLET. I—FOXEMNNAS FR M) —LAD T L—LETUNDHEIZHFEL TIEWTEEA,

58
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MDFU Host MDFU Client

MDFU UART Comman d Frame
Single Command UART
e Checksum
SOF o |
0x56 3
L MDFU UART Response Frame
Single Response UART
‘ Ble flesp Checksum
SOF EOF
0x56 0x9E

4234 FHEAI—FDEHR
AYY RPLARARUVREERTH I L—LFDT—2APF v oS LKIZ 0x56 2 0x9E DO — RAHIRT
BIGAIF. ROESIZFHEAD/INA Fa—RE2F-=RERBICERITILELAHYET,

UART FSVURFR—FEBOIL—IUF#EelZa<w U R, LARUR, Fxyv o HLRIZHN S FHEHS
O—RZ2N\A b= DRICEBRLTRBETSHEFRBELES .

¢ 2NNA PV URADE1INA FMEITZ RS —TFa— KOxCC)ZHMLET,
¢ 2NN b= URDE2/1 S FEIRBEND2DI—FD 1 DHEBMERMLET,
TORIZ, FHEAI—FEETNLITHIET S 284 MBI —FERLET,

Reserved Codes and 2-Byte Substitutions

Code Reserved 2-Byte Description
Name Code Substitution

[0x56] [0xCC][0xA9] Start of Frame
EOF [OX9E] [0xCC][0x61] End of Frame

ESC_CODE [0xCC] [0xCC][0x33] Escape Sequence Code

RR—=TDOEIZavT U b, LARVAR, FyvIHLNFHEAI— FOEBRNEZET MDFU UART
AT FLARUR JL—LRICEHENAHRFERLET,

ATV RILARUR JL—ALIERBMICCOMETUART NS PR M) —LENLTEESNET,
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4.2.4

4.2.5

@ MICROCHIP

MDFU Host MDFU Client

MDFU UART Command Frame

UART
Single Command l Checksum

‘ J
Substitute Reserved Codes
[0x56] - [0xCC][0xA9]

[0x3E] > [0xCC][0x61]

[oxCC] > [0xCC)[0x33]

SOF
. Pt Expanded Single Command

L

Expanded EOF
UART Checksum Ox9E

MDFU UART Response Frame

Single Response VART
gle Reap! Checksum

L ‘ J
Substitute Reserved Codes
[0x56] - [0xCC][0xA9]
[Ox9E] —» [0xCC][0x61]
[oxCC] - [0xCC)[0x33]

¥

L

SOF . Expanded EOF
| Pt Expanded Single Response |UARTCnecksum ok

UART a7 Y FILRAKRVAR T L—LDER

UART aY Y F/ILARUR TL—LDERKICITLUTOFIENBETT,
1.

FAXURILRAKRUR TL—L% 7 L—LRIED— F(Ox56) TR %

2. UARTF v I YLEHET D

3. aAYYVRILRARRUVRBLUVFzv IV LANDETOFHNEAI—FZE 284 FREO— RICERT S
4, FAIVFILAKRUR JL—LEITL—LETI— FOXE)TETT S

4-2. MDFUUART a<T Y F/ILRAKRUR TL—L

I 1
Command or Response v
UART Checksum Compute the
0x07 | see | OxA7 | 0x56 | ox92 | oxcC | 0x72 Algorithm UART Checksum.

H s

H %

* Substitute all reserved ’.. \ 4

: codes in the command %, UART

= orresponse and UART . Checksum

*  Checksum with their (A

- . . Ox9E I 0x06

= 2-byte representation. .

H .
- - * -
- [ .
. | S u ',_l_ .
. [ 1 1 e

Start UART 0x56 | 0x07 I o000 I O0xA7 I 0xCC I 0xA9 I 0x92 | oxCC l 0x33 I 0x72 | oxcc I 0x61 | 0x06 | Ox9E End UART
command/response frame Expanded command/response frame
with the Start of Frame 30F Expanded Cotmand of Respanse UART checksum | EOF with the End of Frame
Reserved Code (0x56). . ) Reserved Code (Ox9E).
|

MDFU UART Command/Response Frame

UART <> FILARUR 7 L—LDEE

MDFURR hE=IXISAT Y FERFTIEICUTDO FL—FAIRELFET,

—E8DT7 TUH5r— 3 Tld, UARTaAT Y FILRAKRUR TL—LO RAM /Ny T 7H A XDRIMEIE
HEINDBENHYVET, TOLSHIFTE. BEHRIATVF/ILARIR T L—L%EE

A4

SRE(FHIFA D
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—F%& 2,34 b= FICERLZKB)TREL SIS, £2Y T 54 TMDFU UART a7 F/LRARVR
TL—LEBHTHENARETT, B 43 2, LARVR I L—LEZIERETRET 2ELAUFD
F4 THRT BHEDNTILTY XLHIERLET,

B4-3. 95147 AP T754 TMDFUUART LARVR JL—LE#ERT HEE0OH

\.

Firmware Update
Protocol Layer

1 (UART Transport Layer

Response

Generated

A 4

Pass Response To
Transport Layer for
Transmission

Response

Done Sending

Calculate Response
Checksum

v

Send SOF

Transmit Response
And Checksum

reserve

Is the next
byte to send a

Transmit ESC_CODE

d code? Yes

Y

Tran
next

smit Transmit 1’s compliment
byte of Next Byte

No

All Response and

Checksum Bytes
Sent?

Yes

A 4

P

Send EOF

J

A, AT RBLULARIREFH UART a2 RILARUR TL—LNy I 7RIZKEHHK L F=RIC
EEFHRBRTIENEFTLIMEEEHY ET, RSN EL%G UART a7V F/ILREKRUR JL—L%
REITIZEAEDAT)EHIZDLTIEL,
TLEEL,

42.6 UARTaZY RILRAKRVR 2L—LDZ{E
UART a3 Y R/ILARUR T L—LDZEICIIUTOFIENMLETT,
1. UARTaY Y K/ILRRVR 7L—LDREERET S
2. UARTaTYR/ILRARUR JL—LDERT E2HET S
3. ARV KRILAKRYR JL—LDF v I Y LERILET S
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4, BERAATDAT U F/ILARUR JL—LREIS—(GBEIS)E77—LVzT7EHRIOLIL
BIZ@sd 5

MAT., FREBFRELTRENA FMLET LI ALNEESIET,

1. —EHOWMEDT—2HENEL-RIZATU R/ILARUA JL—LDOZEE UART /A FR K1) —
LICHREAT H5FEE0REICT S

2. EBHEAT Y RFELRIFIBELEaAT Y RIIRTEIIS—LARCRADEEFIRT %
4.2.6.1 7L —LZENDEMH

LUTRTIE. JL—LRABE LUV I L—LRTORBICET S E. ChoITEETHIREV 12 RIS
DNTEHALEY .

4.2.6.1.1 7 L — LBtk (SOF)

2TO UART a3 Y R/ILRAKRUR TL—AlF, 7 L—LBKRSOF)ZRT FPHEAI—KTHEYET,

COa—RIZRAYAIZEHLNET, SOF #ZETHELUTOREIARONET,
1. ZEARETOUARTAT Y F/ILARVA JL—LEZWET S
2. BEDSENA M ATV RILARUR JL—LO—EE LTUNIBINEIZELHAT E-OICZEY
14 Fo%R<L
4.2.6.1.2 7 L—L# T (EOF)
£TO UART aT Y RILRARUR TL—LIF T L—LET(EOF) 2R3 FHFAI—KTETLET,
EOF E81F. a9V FFEEEFLARUVANERIZZESIN, CORDODUMENTAETHIEERLET,
EOF 22{ET 5 LLUTOREHAERONET,
1. 2IEY4VFHZEALS
2. ARV KRFEREFELARVADF v I LERET S
- FryvoHLAEMTHNIE. a2 RILRARUR(FEREONEBIZEINET,
- FvIHYLREDTHNIE, AT RKILARUR FJL—LIERESN, EEIS—NT7—L4
D7 O RaLBAREShET,
42613212 FY
INA FRRY—LABELTIAT Y RILRARUR JLU—LORENEOLNT-IEE. EVLT—2HZ(E
MEBF7 LT XLIZESNWDARESENHY ET,
BHELET—2X M) —LDPREBINSAREMZRET 5=6H. MDFU UART +3 VRKR—KEBIXZIET
—ANNBEINEIEEZFHIRTEZIEVs VRO FRELFET,

ZEVAVEIDBPHALTVAKRICRIEL-/NS FEEESATRESAEEA, OV 1 2 FIHBENT
WBBRFIZRELNA FIZITANONES, SOF I—FEV 1 Y FUMBEALTLSEIZZITANLNS
B—DIA—FTHY., V1 v FVZERCEOICEDNET, EOF I— FERFFEL2A TOT5—I2& Y
V42 EIEFRALONET,

RR—COEITRTIAYY FITL—LDFITIE, SOF [TE>TRIEV 1 ¥ FONKHE, RIGDRIE/NA +
[£ MDFU UART 2% > F/LARVYR T L—LO—8ELTRITANLGNEY, EOFI—FIZ&YD sV
FoEECON, AT FERBYT HHICEBINFET, ORI ZEV 12 FOMNEALLERIZ/ A
ATV yFITE>TELT OXFF /A MBI SN BHFIRLTLET,
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MDFU Host MDFU Client

Receive
Window
. SOF: Flush any incomplete command
and open receive window -~
-4,
SOF 0x56 »| 0x56
. 2 [ Sequence [0x0T »{ 0x01
= E £ | Command | 0x02 g »| 0x02 Accept incoming bytes for processing
© £ : ; i ;
S5 5 Z | checksum g:lflg 5 ; g:'fg since the receive window is open.
EOF 0x9E #| OX9E [#=== EOF: Close receive window, check command
for errors, and prepare for execution.
Noise glitch creates OxFF byte.
5 i)
\ g
_ =l Byte from noise glitch is discarded
[ OxFF | —>)
because the receive window is closed.

4.2.6.2 ZENA FOREBFILTY X L
RR—SORIZFTTILTY LIRS TRENA FR M) —LEREFTBZE(CLY, a7 R/ILRKRY
RAZELLRIEL, FNLDESEZF v I L, BRI —FHICRIGT HENAREELY FET,
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aiH208IW \SY

¥9

4-4. MDFU UART + 5 Y RAR—FEDRE/NA MLET LT ) X LA

(

A byte received
(RxByte) is passed to
the UART Transport
Layer Byte Processing

Algorithm

EscapedByteFlag =
False

Y

Flush RxBuffer | RxWindow = Open RxSize = 0

A4

RxByte == SOF?

RxWindow ==
Open?

Discard RxByte

A MDFU UART
command/response frame
containing a complete command
or response has been received.
Pass the received command or
response to the Firmware Update
Protocol Layer

RxWindow = Closed > EscapedByteflag =
False

RxByte == EQF? RxSize >= MinSize!

RxByte == EscapedByteFlag = INTEGRITY_CHECK_ERROR Inform the Firmware Update
ESC_CODE? True > Protocol Layer of a Transport
- ) TOO_SHORT Error
RxWindow = Closed
TOO_LONG
Is there receive buffer Add RxByte to the > WeremeRtioniza > EscapedByteFlag =
space available?? RxBuffer False
RxByte = 1's
Compliment of
RxByte
NS J

Note 1. MinSize =4: 1834 bDI—H VX +1134 bDAIXY FA—FELRFRT—E2X +2/14 bDFz 9% L= 40 +
Note 2. I Y FODFE: RxSize < (MaxCommandDataLength + 4) THNIL/ Ny T 7 EM & LTEIY L TAIEETT,
111 bDY—4 VR +1/34 F®AY > Fa— K + MaxCommandDataLength /31 kD F—2 XL O— K +2/3(4 c®F = v ¥ H L = MaxCommandDataLength + 4 /31

LARUADEE: "R MEIEHFTE9547 2 FAIFIZHFSEH A RXDLARUR NV I 7HEYSUTTLRARUR AV I 7DA—/NN—T70—%HE<HRERHY ET, L
ARVADY A XZDWTIE Tav U RILAKRURA RT7] 28BLTLEESL,



4.2.6.3 UART FSA4/1\ DNy I27H4 X
ZENA FMLEBT7IILIT)XLIFX1EITTINSA FFOBEELET, COTILT) XLIEZIEFD/NA FZEE
HTEEICMEREETY,
N % UART RSAN\DDS FSURR—FRBDZIENA PR ) —LWNEBF7 LT ALNET-HDA
A S UTEHRIE. UART FSANHDNY I 7BREICEDIEET, UART KSA/\HD/\y I 7R=EIL.
FIVr— a3 vCHRARBELR VD RATLYY—R(75 v 1 /RAMMLIBEE ) ICEDWNT O R T LKETE
MNEIRTEZFET,
AEYBENFIREINDIGEE. ZIE/NA IHBEREF VIS5 TRET H-OICHRENEBELES:
BYLTERENTELDTHNIE., UART FSANKHTIREAEETEEENY I 7Y U0 EThEWNA
E(TRSHB)E&&IRTEET,

UART Transport Layer Incoming

UART Driver Byte Stream Processing Algorithm
—
Pass in Byte Byte Stream Processing
Byte | Received before o Logic Received Command
Received v Incoming Bytes = [~—————————"> orResponse
Overflow the UART
RxBuffer
\ J

5. MDFU 2 XY LRIFICKYSEBEAENDI RV EETTHVATLTIE, UART K3 4/8& MDFU
BROIZHRBEIAIVITBEETIVEBY A I IL(HE LLIFZOMA)EFEZDENTEHWNMEELH
UFET, COELILBEVRATLTIH, TRINDELSIZ UART FSA/NOREPIZ/NY T 7 ZEBINT BHET.,
MDFUZ RJIZE2TUART NNy 7705/ b E RS VRAR—FEBDZE/NA PR M) —LNET )LD
) ALIZETENRBEICHDANZ, KYESOBEBZEZMHROZRIDMNEBRAICESENTEET, KA LE
9S54 T7 2 FDHREFEE. COUARTZENY I 7D A XEEYIBRETIVLENAHYET,

UART Transport Layer Incoming

UART Driver Byte Stream Processing Algorithm
Byte Stream Processing
Byte Logic Received Command
1 . > — %
Received Pass in Bytes as the or Response
System Has Time to
l Complete this Task
UART RxBuffer
Receive
Buffer
—

9S5A4F7 D UARTZENY I 7DH A XEEETDEIE. UTD2E55EETI2VHENHYET,

1. 5472k UART ZENY I 7HALTOIATY FOYA LY HINEWMES., A—nN—TJ0O—H
FIZUART Ny I 7oA FZMYHIT=-ODEA IV TERIE, Ny IT7H A4 XE UART T—4
L—FhIZ&EoTRFEYVZET,

2. 95472 FUARTZENY I 7HABRKY A4 XD MDFU UART 37> KT L—LZEEAREL YA X
THDIGE. UART Ny T77h oS FERYBET A I VTERIE, Ny T 7544 XE LY UART
T—AL—FMIE2TRFVERA, COGEEDIAIVITERE, ARV R ZA LTI INSA—
BIZE>THRESINET, COEALTIk IRSA—F2ZRERICHRETSE. MDFU 2RV 2FEE
EﬁgigwﬂvbﬁibyFQXO&LT#ﬁEﬁEE@%E>7%#E%Wéﬁf%ﬁéﬁé$
AT o
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UART O Y R L—LEWREZIETH=HIZHELR UART Ny I770DH A4 X(ZDUVTIlX, TUART
AX U RILRARUAR TJL—LDTRRYAX] #BBLTLESL,
BHRIC. RRA FD UART ZIENY 77 DH A XEEET HEIE. UTD2REEZEETILELAHY ET,

1. "R+ UART ZENYIF7HLETOLRARVADHA X LY LINE MBS, A—N—2J0—3EF(C
UART Ny 270/ FZERYET=ODEA I UTEHRIE. Ny IT7H4/4XE UART T—4 L—
MMZ&k-TRFYZET,

2. RA L UART ZENY I 7D SA T2 DL REESNDIRAY A XD UART LRARVR TL—A
FREFAEEYA X THDIBE. NI 70— N—00—%F<EOICLARVANBERE
UART Z2EN\Y 7 7oA FERYBITREEHY FHA. CNIZkY MDFU 2 XU QULELHE
IZIEBHINZRRA RSN 2 RV AITICEZ BEMNAEZS5-H. MOEEBLEI RV EETTHILE
NHBHRRX MZIEZERTY,

42.7 UART aOvT Y FRILARUVADEEEFvVvY
MDFU UART FSVRR—FEIF, a9V FBEULRARVANDOBHIEZRET 5-0I12 1 DHEHRER &
LE=16EY b FzvIHLEFENET, Fz v IS LHEDHMEUTICEESELES .,
42.71 Fx v IOV LHEOHH
UTOFIEIZEY., a2 FEEEFLRARDZADERKRIZH LTI DHEEF v I HLNFHESIAET,
1. AV RFEEEFLARIRE—ED uint16_t {EICEHRT S

- AX U FFELRFLARVADFHED/ NS &ML TLDIHEE. HED uint16_t ED LA/ 31
b & OX00 ICERESNFET

- EBiENf- x00 (FEESNEATY FEEEFLARVRIZEZFAFEEA, ThIEFF o v oY LE
BlZoHEHLNET,

2. ETOuint16_tEZMET S
3. MEHBRZ uint16_tEIZYIYVEED S
4. PYFEDH-ED 1 DHHEHET S
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4.2.7.2
E4-51Z, BHADINNA FEELATVRDF I T LHERNETRLET,

4-5. BENA FDF v IO YL

Even Number of Bytes

Command
Command Command
Data
1. Convert command i E
J ) e 0x05 0x03 0xD8 ] OxFF I OxCC I Ox9E
bytes to uintl16_t i . S | E——
0x0305 OxFFD8 Ox9ECC

2. Add uintl6_t 0x0305 q_l |

data together ~™#»  QxFFD8
+ OX9ECC <

Ox1A1A9

3. Truncate to $
U|nt16_t bl = eXAlAg

Command
UART

4, Calculate One’s Command | Command e Checksum
Compliment ————p 0X5E56 Sequence Code
0x05 0x03 0xD8 I OxFF I OxCC I Ox9E J| Ox56 I Ox5E
5. Checksum Follows o ?

-

Command Data

K 4-612. FHEDNA FEELAT U ROF v HLHEREZRLET,
4-6. FHINA FDF v I Y LA

Odd Number of Bytes

Command

Command Command

Sequence Code Data

1. Convert command
bytes to uintl6_t ~TTTm==—eeo__ >

0x05 0x03 0xD8 I OxFF I oxCC I Ox9E I 0x49

T T
0x0305 OxFFD8 0x9ECC 0x0049 v

2. Add uint16_t sl | | | ‘-:, Note: 0x49 is padded with 0x00

it togather ==~ - /  when creating the uintl6_t to
& OxFFD8 < ’ add to the checksum. However,

Ox9ECC D) Vi the 0x00 is not placed into the
M = ," command for transmission.
Ox1A1F2 7
’
4
3. Truncate to 4 /
o s I
uintl6_t > OxXA1F2 ‘a
Command
4. Calculate One’s A Command | Command — ectoom
Compliment ~=--»  PxSEGD Sequence Code
0x05 0x03 0xD8 | OxFF I oxCC | Ox9E I 0x49 | 0x0D I 0x5E
5. Checksum Follows > ?

Command Data
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428 UARTaTYKILARUR 2L—LDOEBEXKYA4 X
LTFTlE. RES—ATHOUART ATV KILARVR TJL—LYA XDHERKIZODWTHBALET,

4281 AT FKILARDADERY 14X

ARV RELARVRADRAT—ERAO—F Y4 XF VA4 F7 2 MKFELET, a2 F 7—4R
A4 B— FIZH#MSI N DmK/N1 X MaxCommandDataLength /A5 A —R 2k > TEESNFET, OV
VRELRRUVADY A XICEAT ML a7 RILRAKRVA R7 ] 28BLTLESL,

AX U RELRRUVADBERY A ADHEXEZTRICRLET,

Maximum Size of Command

Command
Sequence
; Command Data
Field
Byte Byte Byte 900 Byte

1Byte +1Byte + MaxCommandDatalength Bytes = 2 + MaxCommandDatalength Bytes

Maximum Size of Response

Response
Sequence
Field Status Data
Byte Byte Byte o900 Byte
1Byte +1Byte + Ng =2 + Ng Bytes

4282 FrvHHLHZEATYVFILARIIADERYA4 X
TRIZRTEY., UART FSURR—FEBIF 2181 bOF v oY LEARYFELARVRIZEBMNLE

ER
Maximum Size of Command With Checksum
Command
Sagiienca UART Checksum
?ield Command Data
Byte Byte Byte 00 Byte | Byte | Byte

1 Byte +1Byte + MaxCommandDatalength Bytes+ 2 Bytes =4+ MaxCommandDatalength Bytes

Maximum Size of Response With Checksum

Response
UART Checksum
Squence Status Data
Field
Byte Byte Byte o900 Byte Byte Byte
1 Byte + 1Byte + Ng Bytes + 2 Bytes =4+ NgBytes
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4283 FPHEAI—FOEBRIZCE>THEINERES—XDAI YV FILARUIREFI VY
Y LDYA X
BEQORRIZATY REFIFZLARURARDETHONA FAFHFHFI—FTHY . FNDE 2 /84 FD

REI—FICERTIVENHBEETT, TOLSIHRETIHIRESNF-aAT U RF/ILRAKRVABEUF
YOS LETHRIZRLET .

Worst Case Size of Expanded Command With Expanded Checksum

Expanded Command
Expanded UART Checksum
Sequence Field Command Data
1's Complement 1's Complement 1's Complement 1's C 1 1's G | it 1's Complement
ESC_CODE of Byte Es:j.cnfl of Byte ES»CJ.ODEl of Byte I. o0 |Esc,cons| of Byte ESCJ.DDE| of Byte Issc,mnsl of Byte
2x(1Byte) + 2 x (1 Byte) + 2 x (MaxCommandDatalength Bytes) + 2 x (2 Bytes) =2 x (4 + MaxCommandDatalength Bytes)

Worst Case Size of Expanded Response With Expanded Checksum

Expanded Response

Expanded UART Checksum
Sequence Field Status Data
1's Complement 1's Complement 1's Complement 1's C 1's G I t 1's Complement
ESC_CODE oot | Esc-cooe arapte eS0T e ® @ @ |Esc_cone it [LoE:0T v ESC_CODE siklass)
2x(1Byte) + 2 x (1 Byte) + 2 x (Ng Bytes) + 2 x (2 Bytes) =2 x (4 + Ng Bytes)

4284 BEHS—AXD MDFUUART a7 Y FILARVYR 2Lb—LDOHA4 X

MDFU UART 3<% > F/LRKRURIZIE, 512 SOF & U EOF a—FAEMENFET, ChiITkY,
MDFU UART a3 Y FIL—LBELUVLRARUR TJL—LOREBET—ATORAY A AHREMITRE
YEI,

Worst Case Command Frame Size

Expanded Command

Expanded UART Checksum
Sequence Field Commant d Dat;
SOF 1sCi 1sC 1's Comp 1's Complement, 1's Complement, 1's Complement|  EOF
P | L of Byte ESC_CODE of Byte Escnmusl of Byte |. Y ) |ESE“CDDE of Byte ESC_CODE g ESC_CODE of Byte preee
1Byte + 2 x (1 Byte) +  2x(1Byte) + 2 x (MaxCommandDataLength Bytes) + 2 x (2 Bytes) + 1Byte =2 x (4 + MaxCommandDatalength Bytes) + 2
Worst Case Response Frame Size
Expanded Response
Expanded UART Checksum
Sequence Field Status Data
SOF 1's Complement 1's Complement 1's Complement 1's Co 1's | 1's EOF
el zsc_conzl of Byte :sc_conzl of byee :sc_consl g see l:sc_concl ofbe Esc_conzl P e P i
1Byte+ 2x(1Byte)] + 2x(1Byte] + 2% [N, Bytes) + 2% (2 Bytes) + 1Byte =2 x (4 + Ng Bytes) + 2

™ 69
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5. METEE
RKEDOKES IV TORETABRZUTIZEEHELET,

Note: XF 1 | & Tol FVEDIVOREBICEODNERHA(—ED I+ FTIE. ThHDOXFENEF
M1 &V 101 ERFIFIZWM=H),

PDF: JE 3> A. WebHelp Ver1. 70 k3L 1.0.0 (2024 ££ 9 B)
AREFMRTY,

@ MICROCHIP

70



Microchip 1t D& R

Microchip#t> = 744 k

Microchip #£[&™ = 744 k(www.microchip.com)Z&L TA T4 > iR— rEFRELTVET, HVx
THA FTIE, BERICRIDBERC I 7ML EHEICROTHEFET . UTEELREOERE JEIC
BNET,

o BBYR—F -T2 —r ISR, FTUS—30 /J—bEHSUTIL TOTS AL, FEHUY
—R, A—HHA FEN—FD 27 Y R—XE,. RFDYVILIT7EBEDYI DT

o Y R— bk - FAQ(& K FEOoNDLEM). i HR—rOITEKE. #5042 T4 RAvar J
JL—F. Microchip tDTHA > 18— b F+— TATSLEEUA N—1J X |

o TEXLEBBEVAEDYE - BRELIVZEEIXAA R RETLAV)—R, 22 F—/4 R FD—E.
BEVWEDLEE(EXM/ERREE)DO—E

HEEFEHMY—ER

Microchip #t D GJEBEBEENY —E X[, EEFEIZ Microchip HE SOEFIERELEITT EEY—ER

TY, CEKOHDIHRMT7 I VELIRAFEY—LVICETIER, BH. VEDar, Ty EREL
LR A-LVICTEHLELET,

http://www.microchip.com/pcn IZ7 72X L. EFFHEZ LTI ZEIL,
HARRATHYR—

Microchip &R Z HFELDEFRKIE. UTOF v oRIhboHR— & IHRAIZENET,
o IFRAREE

o By AR— b

HiR— MIERKRBEEICSHOELE S, EHOEERL CHAICENET ., FEORROR—D
[CHEOEXRO—EZEH L TLET,

B R— FMEIUATOY = IR=Uh 5 SHAICENFET . www.microchip.com/support
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https://www.microchip.com/
https://www.microchip.com/pcn
https://www.microchip.com/support

BREAN R T L
THENOHEOMIE., MBI DOEFEL CIXEH FHIEERAREEICBBUVLEDECE S,

PART NO. D - X [XX XXX
FRAR  F—T&Y—L BELVY Ryh—Y 8-y
rFvay
FIRAR: PIC16F18313, PIC16LF18313. PIC16F18323, PIC16LF18323
F—J&Y—L AT a ped= = EERA(Fa—TELIE L)
T = F—F&y—LM
BELYS: I =-40~+85°C (E£FBEL VD)
E =-40~+125°C (Hh3EBEL > D)
Ny r—2:0) JQ = UQFN
P =PDIP
ST = TSSOP
SL = SOIC-14
SN =S0IC-8
RF = UDFN
INR—2 QTP. SQTP. ZDfhD a— R (F1=EZEH)
IR

+ PIC16LF18313-I/P: EEREBREL Y, PDIPN\yS—

+ PIC16F18313- E/SS: #iRBEEL >, SSOP /v iFr—o

Note:

1. T—7&I—IILOFNERIE. D2 OERKBSHRAICEEH L TCOET, CAITERBOEHICME
SEANBHRTHY . TNARDNYT—DIZIEHIRILTWEEA, T—F&U—IILHAEIRTE S/
= DEEMEBIKRITERKEBEICBEREOEHOE S,

2. WNBNy =D AT a3 UoNTHRAIZENASSEENHYET ., MNENRYST—D2DO0VTIE
www.microchip.com/ packaging & CE(Z4 45h . BUTFHRRBEETEEULEHLELZELY,

Microchip #t D T/34f4 X 0 — KRB EE

Microchip #t & GZ D 31— FREMEEIC DV TUTORIZTEE (LS,

*  Microchip #t 8 (X, % %9 % Microchip #t 7—42 — MZEREDEEEF L TWET,
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